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ISSUE

How do local law enforcement agencies in San Mateo County balance their constituents’ desire
for privacy with the agencies’ use of surveillance tools in their efforts to protect the public?

SUMMARY

Finding that delicate balance between a community’s desire for privacy and the ability of police
and the Sheriff to protect that same community is both a challenge and a necessity. The
American Civil Liberties Union (ACLU) states: “Communities must be equal partners in any
decision about the use of surveillance technology. They need to know when and why
surveillance is being considered, what it is intended to do, and what it will really cost — both in
dollars and in individual rights.”?

Many local police departments and the San Mateo County Sheriff’s Office (Sheriff’s Office)
have purchased or borrowed surveillance tools, such as Automated License Plate Readers
(ALPRs). They also use tools, such as in-dash video cameras for patrol cars, body-worn cameras,
and ShotSpotter2 to help them protect residents. These devices can provide evidence to identify
and prosecute individuals who commit crimes.

To understand the spread of these new technologies and their impact on communities, the 2016-
2017 San Mateo County Civil Grand Jury (Grand Jury) sent a survey to the Sheriff’s Office, the
Broadmoor Police Protection District, and 17 other law enforcement agencies throughout the
County.3 Survey questions probed for information and details concerning the types of
surveillance technology used; policies for collecting, managing, and storing data; and steps taken
to ensure public awareness. The Grand Jury also checked whether law enforcement websites
posted easily accessible policies for these tools online.

Based on the results of its survey, and its review of policies enacted by various local
jurisdictions, the Grand Jury recommends that local law enforcement agencies take additional
steps to inform and notify residents when considering plans to purchase and install surveillance
technology. Additionally, local law enforcement agencies, and their city councils, should adopt
policies and ordinances, with community input, which reflect the communities’ desire to balance
their safety and privacy. These policies should be posted in a conspicuous place on the agencies’
websites.

1 ACLU of Northern California, “Making Smart Decisions about Surveillance: A Guide for community Transparency,
Accountability and Oversight,” April 2016. https://www.aclunc.org/docs/20160325-
making_smart_decisions_about_surveillance.pdf.

2 Shotspotter is a system that detects and sends the location of gunfire or other weapons using acoustic, optical, or other types of
Sensors.

3 Recipients of survey: Sheriff’s Office, the Broadmoor Police Protection District, and the law enforcement agencies of the cities
and towns of Atherton, Belmont, Brisbane, Burlingame, Colma, Daly City, East Palo Alto, Foster City, Hillsborough, Menlo
Park, Millbrae, Pacifica, Redwood City, San Bruno, San Carlos, San Mateo (city), and South San Francisco.
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METHODOLOGY

The Grand Jury conducted an extensive survey of police agencies in San Mateo County to
determine:

e The types of surveillance technology used in the jurisdiction

e The agency’s policies for collecting, managing, and storing surveillance data

e The precautions taken by the agency to ensure public awareness

e Any forthcoming plans by cities or the County for ordinances related to the purchase and
deployment of new or borrowed surveillance technology

The Grand Jury also consulted local, state, and federal government websites for background
information, and reviewed relevant publications.

GLOSSARY

Automated License Plate Readers (ALPRs): These computer-controlled, high-speed camera
systems—generally mounted on police cars or on fixed objects such as light poles—
automatically capture an image of every license plate that comes into its view. ALPRs record
data on each plate they scan, including not only the plate number but also the precise time, date
and place it was encountered.*

Body-worn cameras (BWCs): These small cameras worn by law enforcement officers record
audio and video. Some types of cameras are always on; other types can be turned on and off by
the wearer.

Cell-site simulators: These devices, commonly known as International Mobile Subscriber
Identity (IMSI) catchers or “Stingrays,” mimic cellphone towers, forcing nearby cellphones into
connecting to the device. The cell-site simulator logs the IMSI numbers of cellphones in the area
or captures the content of communications.>

International Mobile Subscriber Identity (IMSI) catchers: These devices are used in the United
States and other countries by law enforcement and intelligence agencies to intercept cellphone
traffic and track the movements of cellphone users.

ShotSpotter: These systems detect and send the location of gunfire or other weapons using
acoustic, optical, or other types of sensors.

Video surveillance: These camera systems are used to observe and record activities, with or
without audio, in public spaces. Live camera feeds can spot crimes in real time, and video
recordings can be used in investigations and at trial.

4 «street-Level Surveillance: Automated License Plate Readers,” Electronic Frontier Foundation, accessed May 23, 2017.
https://www.eff.org/sls/tech/automated-license-plate-readers.

5 “Street-Level Surveillance: Cell-site Simulators,” Electronic Frontier Foundation, accessed May 23, 2017.
https://www.eff.org/sls/tech/cell-site-simulators.
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BACKGROUND

Surveillance tools are everywhere: Video cameras are in stores, public buildings, even at a
neighbor’s front door. Advances in surveillance technology have assisted law enforcement in
investigating mass shootings, tracking terrorists, and finding lost children.

As valued as these new surveillance tools are to law enforcement, privacy experts say that
innocent people may be targeted.6 “You have very powerful systems being purchased, most
often in secret, with little-to-no public debate and no process in place to make sure that there are
policies in place to safeguard community members,” said Nicole Ozer, technology and civil
liberties policy director for the American Civil Liberties Union (ACLU) of California.”

Recent studies show? that the public believes it should have a say in how surveillance technology
is used. With the issues of privacy and surveillance prominent in the news in recent years,
Tulchin Research conducted a California statewide survey? in 2015 for the ACLU of California
Center for Advocacy and Policy. Tulchin was charged with assessing how likely voters think and
feel about criminal justice and law enforcement, including how police use surveillance
technology to track Internet, text, email, and other digital activity using handheld devices and
computers. Tulchin found that two-thirds of voters would prefer to see local elected officials,
such as city council members or county supervisors, approve new surveillance technologies
before the devices are deployed (67% support). Similarly, voters want to see policies which set
limits on surveillance use both locally (65%) and statewide (64%). The survey also indicated that
voters want accountability from law enforcement agencies regarding the frequency of use of
surveillance technologies (62%). The public also wants public notification before the purchase of
new surveillance technologies (58%).10

Public opinion in the Bay Area on surveillance

Although the Grand Jury did not find any surveys of public opinion in San Mateo County on
surveillance issues, the balancing of protection vs. privacy has been a subject of interest in the
Bay Area.

In 2015, The Center for Investigative Reporting!! and three local artists!? collaborated on the arts
and journalism project “Eyes on Oakland.”13 The reporters and the artists visited neighborhoods
across the city of Oakland informing residents about surveillance technology. Hundreds of
residents participated by completing questionnaires. Participants were asked to respond to the
prompt: “Surveillance is...”

6 Marisa Kendall, “Surveillance in Silicon Valley is hard to avoid,” San Jose Mercury News, February 9, 2017.
http://www.mercurynews.com/2017/02/09/surveillance-in-silicon-valley-whos-watching-you/.

7 Ibid.

8 For information about Tulchin Research, go to http://www.tulchinresearch.com.

9 See Appendix B.

10 Tuylchin Research, “California Statewide Survey Finds Voters Concerned about Privacy and Want to See Reforms Made to
Surveillance Technology Use by Law Enforcement,” August 21, 2015, http://www.aclunc.org/docs/20150821-
aclu_surveillance_privacy_polling.pdf.

11 For information about The Center for Investigative Reporting, go to https://www.revealnews.org/, accessed May 23, 2017.
12paron McKenzie, Chris Treggiari and Peter Foucault
13 For information on the “Eyes on Oakland” project, go to http://eyesonoakland.tumblr.com/, assessed June 8, 2017.
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Here is a sampling of the responses:

e Surveillance is: questionable

e Surveillance is: important

e Surveillance can be used against a peaceful public

e Surveillance is: Technology run amok. Just because we can do it, should we do it?
e Surveillance is: Everywhere. Privacy is a myth in the digital era

e Surveillance is: State violence

e Surveillance is: Not a solution to the systemic problems that create crime and violence.
Surveillance No! Education, Equity and Respect, Yes!

e Surveillance is: Great!!! Bring it on. It’s for my safety, your safety. Nothing to hidel4

Privacy advocates have pointed out the impact that surveillance technology may have on
residents: “Our concerns stem from the fact that license plate readers can scan and collect the
information of innocent people, innocent drivers,” said Chris Conley, a policy attorney with the
ACLU of Northern California. “Location information can reveal very sensitive information about
people. If they’re visiting a church, or a clinic or even open-mic night at a bar, all of these things
reveal information about a person that shouldn’t be sitting in a database somewhere.”15

Case in point: One San Leandro resident’s eye-opening experience

After learning that the city of San Leandro had purchased an ALPR for its Police Department in
2008, computer security consultant Michael Katz-Lacabe asked city officials to send him a
record of every instance the scanners photographed his car.

An article on sfgate.com describes what Mr. Katz-Lacabe learned:
The results shocked him.

The paperback-size device, installed on the outside of police cars, can log thousands of
license plates in an eight-hour patrol shift. Katz-Lacabe said it had photographed his two
cars on 112 occasions, including one image from 2009 that shows him and his daughters
stepping out of his Toyota Prius in their driveway.

That photograph, Katz-Lacabe said, made him "frightened and concerned about the
magnitude of police surveillance and data collection.” The single patrol car in San
Leandro equipped with a plate reader had logged his car once a week on average,
photographing his license plate and documenting the time and location.16

14 Cole Goins, “What Oakland, California, residents think about police surveillance,” Reveal from the Center for Investigative
Reporting, August 18, 2015. https://www.revealnews.org/article/what-oakland-california-residents-think-about-police-
surveillance/.

15 samantha Weigel, “Who’s watching who?: License plate readers used throughout San Mateo County,” The Daily Journal,
April 8, 2015. http://www.smdailyjournal.com/articles/Inews/2015-04-08/whos-watching-who-license-plate-readers-used-
throughout-san-mateo-county/1776425141346.html

16 Ali Winston, “License plate readers tracking cars,” SFGate, June 25, 2013. http://www.sfgate.com/bayarea/article/License-
plate-readers-tracking-cars-4622476.php.
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Legislation

The California Constitution provides for a citizen’s right to privacy.1” State lawmakers are
addressing this right as it relates to surveillance systems. In 2015, California lawmakers passed
two laws concerning surveillance.18

e SB 741 (2015) Mobile Communications: Privacy?®

“Cell-site simulators,” sometimes called International Mobile Subscriber Identity (IMSI)
catchers or Stingrays, trick cellphones into connecting to them as they would to a local
cellphone tower. This connection enables the simulator to capture an IMSI number (a
unique number used to identify a user on the cellular network), the current location, and
perhaps the content of the conversation. In general, law enforcement uses cell-site
simulators to locate known suspects. A cell-site simulator casts a wide net, collecting all
the IMSI numbers in an area until it locates the IMSI number that law enforcement is
searching for. Also swept up are the location and IMSI numbers of all cellphones that
happen to be nearby.20

Effective January 1, 2016, SB 741, written by Senator Jerry Hill, D — San Mateo, imposes
restrictions and requirements on data collected by cell-site simulators and how those data
are managed and shared. According to the Electronic Frontier Foundation,2! any public
agency using a cell-site simulator must:
e Secure and protect the collected data from “unauthorized access, destruction, use,
modification, or disclosure.”22
e Adopt a usage and privacy policy that is “consistent with respect for any
individual’s privacy and civil liberties.”23
e Obtain approval of the legislative body (for example, the City Council) to acquire
such systems and alert the community about the device through a public process.
This requirement does not apply to Sheriff’s Offices, which must instead provide
public notice online that they have acquired such devices.?4
Note: None of the respondents to the Grand Jury’s survey currently use or have plans to
acquire a cell-site simulator.

17 california Constitution, Section 1.
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CONS&division=&title=&part=&chapter=&article=I.

18 ACLU of Northern California Making Smart Decisions about Surveillance: A Guide for community Transparency,
Accountability and Oversight. April, 2016, 8-9. https://www.aclunc.org/docs/20160325-
making_smart_decisions_about_surveillance.pdf

19 california Government Code Section 53166.

20 Stephanie LaCambra, “Congressional Oversight Committee Wants to Rein in Police Abuse of Cell-Site Simulators,”
Electronic Frontier Foundation DeepLinks (blog). https://www.eff.org/deeplinks/2017/02/bipartisan-congressional-oversight-
committee-wants-probable-cause-warrants-0.

21 David Maass, “Success in Sacramento: Four New Laws, One Veto—All Victories for Privacy and Transparency,” accessed
June 2, 2017. https://www.eff.org/deeplinks/2015/10/success-sacramento-four-new-laws-one-veto-all-victories-privacy-and-
transparency.

22 |bid.

23 Ipid.

24 Ibid.
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SB 34 (2015) Automated License Plate Recognition Systems: Use of Data?>

Effective January 2, 2016, SB 34, also authored by Senator Jerry Hill, D — San Mateo,
requires agencies that collect data using ALPRs or access ALPR data to publish their
privacy and usage policies. Specifically, such policies shall be available to the public in
writing, and, if the ALPR operator has an Internet Web site, the usage and privacy policy
shall be posted conspicuously on that Internet Web site.26

In a 2015 San Jose Mercury News article,2” Senator Hill told reporters that approximately
60 law enforcement and public safety agencies in California were using ALPRs. At that
time, however, only 8 of the agencies asked for public comment and only 16 published
their ALPR policies for review by the public. Hill said agencies must “...have a policy in
place on how they’re going to use it, what they’re going do with the info and how secure
it will be. Today there is none of that.”28

According to an analysis of the law by the Electronic Frontier Foundation, cities and
counties using ALPRs are now required to provide this information:2°

e The authorized purposes for using the ALPR system and collecting ALPR
information.

e A description of the job title or other designation of the employees and
independent contractors who are authorized to use or access the ALPR system, or
to collect ALPR information. The policy shall identify the training requirements
necessary for those authorized employees and independent contractors.

e A description of how the ALPR system will be monitored to ensure the security of
the information and compliance with applicable privacy laws.

e The purposes of, process for, and restrictions on the sale, sharing, or transfer of
ALPR information to other persons.

e The title of the official custodian, or owner, of the ALPR system responsible for
implementing this section.

e A description of the reasonable measures that will be used to ensure the accuracy
of ALPR information and correct data errors.

e The length of time ALPR information will be retained and the process the ALPR
operator will utilize to determine if and when to destroy retained ALPR
information.30

25 california Civil Code sections 1798.29, 1798.82, and 1798.90

26 California Civil Code section 1798.90.51

27 Tracy Seipel and Eric Kurhi, “California Digital Privacy Laws Boosted Protecting Consumers from Big Brother, Big
Business.”

28 |pid.

29 «California Automatic License Plate Reader Policies,” Electronic Frontier Foundation, accessed March 30, 2017.
https://www.eff.org/pages/california-automated-license-plate-reader-policies.

30 california Civil Code, sec. 1798.90.51
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Note: Nine of the respondents to the Grand Jury’s survey currently use or have
borrowed ALPRs.

DISCUSSION

The 2016-2017 San Mateo County Civil Grand Jury (Grand Jury) surveyed 19 local law
enforcement agencies3! regarding their surveillance technology. The survey questions addressed
these topics:

e Types of surveillance technology used in the jurisdiction
e Policies for collecting, managing, and storing surveillance data
e Precautions taken to ensure public trust

e Proposals made for a local ordinance related to the purchase and deployment of new or
borrowed surveillance technology

With the exception of Broadmoor,32 Colma, and Millbrae, every city and town responding to the
Grand Jury survey uses some form of surveillance technology. The devices range from video
cameras in police stations to more sophisticated tools, such as ALPRs. The San Mateo County
Sheriff’s Office uses ALPRs and ShotSpotter.

A closer look: Policies for BWCs and ALPRs

The 2015-16 Grand Jury investigated and reported on body camera usage in the County.33 At the
time that report was written, five police departments used body worn cameras (BWCs):
Atherton, Belmont, Foster City, Hillsborough and Menlo Park. Today, 14 police departments and
the Sheriff’s Office use BWCs, have purchased, or plan to implement them. Currently, Menlo
Park is the only law enforcement agency in this group with a policy statement relating to the use
of BWC available online.

31Recipients of survey: Sheriff’s Office, the Broadmoor Police Protection District, and the police departments of the cities and
towns of Atherton, Belmont, Brisbane, Burlingame, Colma, Daly City, East Palo Alto, Foster City, Hillshorough, Menlo Park,
Millbrae, Pacifica, Redwood City, San Bruno, San Carlos, San Mateo (city), and South San Francisco.

32Broadmoor Police Protection District used BWCs for a six-month period (with voluntary participation by officers).

33 San Mateo County Civil Grand Jury 2015-16, “Body Cameras—The Reel Issue,”
https://www.sanmateocourt.org/documents/grand_jury/2015/body_camera.pdf.
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City/Jurisdiction

When
Implemented

Expected
Implementation

Policy Available Online?

Foster City 2012 Contact Police Department for policy*
Atherton Prior to 2016 Contact Police Department for policy*
Belmont Prior to 2016 Contact Police Department for policy*
Hillsborough Prior to 2016 Contact Police Department for policy*
Menlo Park Prior to 2016 Policy available online, in Menlo Park
Police Department Policy Manual®
Implementation Coming This Year*
San Bruno 6/17" Not applicable
South San 7/17" Not applicable
Francisco
Sheriff 10/17* Not applicable
Brisbane 10/17* Not applicable
Burlingame 10/17" Not applicable
Colma 10/177 Not applicable
Pacifica 10/17* Not applicable
San Mateo 10/17% Not applicable
Redwood City 12/17" Not applicable
East Palo Alto Fiscal Year Not applicable
2017-2018%
No Plans to Purchase BWCs
Broadmoor
Daly City

*San Mateo County Grand Jury 2015-2016, “Body Cameras—The Reel Truth,”.
https://www.sanmateocourt.org/documents/grand_jury/2015/body_camera.pdf.

TMenlo Park Police Department Policy Manual Policy 450, accessed May 31, 2017.
https://www.menlopark.org/950/Department-policies.

*san Mateo County Grand Jury 2016-2017, “Summary of Responses to the 2015-2016 San Mateo County Civil Grand Jury
Final Reports.” https://www.sanmateocourt.org/documents/grand_jury/2016/2015-2016Summary.pdf

Tsan Mateo County Grand Jury 2016-2017, “Summary of Responses to the 2015-2016 San Mateo County Civil Grand Jury
Final Reports, (Second Summary).” As of June 6, 2017, this report is not yet available online.
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Survey results revealed that 9 of 19 law enforcement agencies queried in San Mateo County
either own or have temporarily borrowed ALPRs. The Grand Jury reviewed the websites of those
nine agencies to determine whether they were in compliance with California Civil Code, sec.
1798.90.51, which was added pursuant to SB 34. Section 1798.90.51 requires that “The usage
and privacy policy shall be available to the public in writing, and, if the ALPR operator has an
Internet Web site, the usage and privacy policy shall be posted conspicuously on that Internet
Web site.”34

The Grand Jury found as follows:

Law Enforcement ALPR Policy Conspicuously Placed?
Agency

Sheriff Yes.
However, the link to the policy is labeled “ALPR Policy.”
County residents may not be familiar with the acronym.

Burlingame No. Policy is not available on website.
Burlingame does not own ALPRs, but has used the
equipment on an ad hoc basis in connection with specific
investigations.
If an agency temporarily borrows an ALPR, it is still
required to provide a link on its website to a policy
statement. No such policy statement is available on the
Burlingame police department website.

Daly City Yes.

Hillsborough No. Policy is available on the website but not located in a
conspicuous place.
To find the policy requires searching the website or
reading through a long list of FAQs.

Menlo Park No. Policy is available on the website but not located in a
conspicuous place.
To find the policy requires searching through the online
Police Department Policy Manual.

San Bruno Yes.

San Carlos No. Policy is not available on the website.3>

San Mateo Yes.

South San Francisco | Yes.

34 california Civil Code, sec. 1798.90.51

35 The City of San Carlos purchased the ALPRs but the Sheriff’s Office provides police services to the city and operates the
vehicle with the ALPR equipment. No link to an ALPR policy is on the San Carlos Police Bureau webpage, nor does that page
direct the public to the Sheriff’s Office website for the ALPR policy.
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In San Mateo County, all law enforcement agencies send the data they collect from ALPRs to the
Northern California Regional Intelligence Center (NCRIC).36 Congress established the NCRIC
in 2007, after the Bay Area was designated a high intensity drug trafficking region.3” NCRIC’s
reach extends from Monterey County to Del Norte County,38 covering 15 counties in
California.3® NCRIC is known as an “intelligence fusion center” which, according to the
Department of Homeland Security, “...operate[s] as state and major urban area focal points for
the receipt, analysis, gathering, and sharing of threat-related information between federal, state,
local, tribal, territorial (SLTT), and private sector partners.”40

Access to the NCRIC#! data is strictly regulated insofar as only law enforcement personnel who
meet these criteria may use the database:

e Have agreed to the NCRIC privacy policy and non-disclosure agreement
e Can provide a criminal case or incident name/number

e Have a lawful purpose with a “need to know”42 and a “right to know’43 the information.

One common use of APLRs is to compare the license plate numbers collected against a “hot
list.” This list contains the license plate information of vehicles associated with active
investigations, such as Amber Alerts, missing persons, stolen vehicles, or stolen license plates.44

36 Samantha Weigel, “Who’s watching who?: License plate readers used throughout San Mateo County,” The Daily Journal,
April 8, 2015. http://www.smdailyjournal.com/articles/Inews/2015-04-08/whos-watching-who-license-plate-readers-used-
throughout-san-mateo-county/1776425141346.html

37 “How the NCRIC was Established,” NCRIC Northern California Regional Intelligence Center, accessed April 19,
2017..https://ncric.org/default.aspx?MenultemID=122&MenuGroup=NCRIC+Public+Home&AspxAutoDetectCookieSupport=1
38 Ipid.

39 Dl Norte, Humboldt, Mendocino, Lake, Napa, Sonoma, Marin, San Francisco, Contra Costa, San Mateo, Alameda, Santa
Cruz, Santa Clara, San Benito, Monterey Counties. See a map here of the area here:
https://ncric.org/default.aspx?menuitemid=633&menugroup=NCRIC+Public+Home, accessed May 18, 2017.

40 “gtate and Major Urban Area Fusion Centers,” U.S. Department of Homeland Security, accessed March 30, 2017.
https://www.dhs.gov/state-and-major-urban-area-fusion-centers.

41 NCRIC Northern California Regional Intelligence Center. “Frequently Asked Questions,” https:/ncric.org/html/ALPR-FAQ-
Feb-2015.pdf, accessed May 17, 2017.

42 According to the NCRIC “Frequently Asked Questions,” Need to know “...is established when the requested information is
pertinent and necessary to the requesting agency in initiating, furthering, or completing the performance of a law enforcement
activity.

https://ncric.org/html/ALPR-FAQ-Feb-2015.pdf, accessed May 18, 2017.

43 According to the NCRIC “Frequently Asked Questions, Right to know “...is established when the requester is acting in an
official capacity and has statutory authority to obtain the information being sought.”
https://ncric.org/html/ALPR-FAQ-Feb-2015.pdf, accessed May 18, 2017.

44 “NCRIC ALPR FAQs,”

https://ncric.org/html/ALPR-FAQ-Feb-2015.pdf, accessed May 18, 2017.
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According to The Daily Journal, ALPRs in San Mateo County, and Northern California
generally, collect massive amounts of data:4°

e Ina 12-hour shift, one of the City of San Mateo’s two ALPR-equipped patrol cars
accumulated nearly 10,000 images from four cameras mounted on the roof of the cars
(even in the dark).46

e Inone year, NCRIC amassed around 46.5 million images from its partner agencies.*’

The data are purged every 12 months, except for those records connected to a crime, which can
be held for up to five years.

Law enforcement places a high value on the amount and quality of the data they collect from the
ALPRs. For example, San Mateo Police Chief Susan Manheimer informed the Daily Journal: “I
can’t overestimate how important it really is. They’re not looking at them for collecting data to
know where our neighbors travel, we’re specifically looking for cars involved in specific
crimes.”48

As the Grand Jury discovered, seven of the nine County law enforcement agencies using ALPRs
have a link on their websites to a policy statement. This policy, in all cases, with the exception of
Menlo Park, is a boilerplate statement provided by NCRIC.#? The information in this generic
document does not really provide the level of detail that would be helpful to someone looking for
specific information. For instance, the law states that the policy shall include:

(E) The title of the official custodian, or owner, of the ALPR system responsible for
implementing this section.”s0

The NCRIC policy provides the following information regarding *“custodians”:5!

Custodian of Records and Records Requests

Each agency operating ALPR technology retains control and ownership as the official
custodian of its records, and must independently verify all external information obtained
via NCRIC Information Systems. To the extent permitted by law, requests for
information under the California Public Records Act or similar applicable laws will be
directed back to the owner of the requested data.

The City of San Mateo Police Department’s website provides an example of a well-executed and
well-publicized policy in this regard. The police department currently uses ALPRs and, in
addition to a link to the NCRIC policy statement, its website provides helpful information for

45 samantha Weigel, “Who’s watching who?: License plate readers used throughout San Mateo County,” The Daily Journal,
April 8, 2015. http://www.smdailyjournal.com/articles/Inews/2015-04-08/whos-watching-who-license-plate-readers-used-
throughout-san-mateo-county/1776425141346.html

46 |pid.

47 Ibid.

48 |pid.

49 see Appendix A for text of “NCRIC Automated License Plate Reader Policy.”

50 california Civil Code, sec. 1798.90.51

51 NCRIC, “NCRIC Automated License Plate Reader Policy. “https://ncric.org//html/NCRIC%20ALPR%20POLICY .pdf.
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residents wanting to learn about how ALPRs are used in the city.52 The explanation of the City of
San Mateo’s use of ALPRs and links to background information, such as the answers to
frequently asked questions help those not in law enforcement to better understand the purpose of
ALPRs.

You are here: Home > Departments = Police Department > Traffic & Parking > Vehicle License Plate Readers

Vehicle License Plate Readers

The San Mateo Police Department has patrol vehicles equipped with automated license plate
readers (ALPRs) to better safeguard our community, helping to not only locate stolen vehicles
and missing persons, but also wanted violent felons. These devices have also proven time
and again to identify crime trends because stolen vehicles are so often used by criminals
during their commission of other crimes.

Although the system does not retain private information of any kind, we recognize that your privacy is important
to you - and THAT is important to US! Data from our ALPR system, like those from the other agencies in our
County and much of the Bay Area, is uploaded and retained by the Northern California Regional Crime
Information Center (NCRIC) through their database. NCRIC has a thorough policy and privacy impact
assessment to assure the public of our ethical use of this data.

Visit the NCRIC website for policy information and FAQs, as well as their Privacy Impact Analysis.
NCRIC ALPR Policy

NCRIC ALPR Privacy Impact Assessment

Frequently Asked Questions about Automated License Plate Readers and Answers from NCRIC

! San Mateo Police Degartment website ]

Interacting with the Community and Building Trust

According to the Grand Jury survey results, the only opportunity that residents may have to
comment on the desirability of surveillance technology is at city council meetings. This table
shows the responses to the question: “Before purchasing the technology, did you inform
residents of your intention to acquire surveillance tools?”’53 Respondents listed the types of
interactions they used to connect with community members.

City Response’

Atherton City or Town Council meetings, staff reports
Burlingame posted on city website

Daly City

East Palo Alto
Hillsborough

Menlo Park
Pacifica

Redwood City

San Bruno

San Carlos

San Mateo

South San Francisco

52 «“\sghicle License Plate Readers,” San Mateo Police Department, accessed May 6, 2017.
http://www.cityofsanmateo.org/index.aspx?nid=3211.

53 For the actual survey responses to the question “Before purchasing the technology, did you inform residents of your intention
to acquire surveillance tools?” see Appendix C.

2016-2017 San Mateo County Civil Grand Jury 12



City Response’

East Palo Alto Public meetings, Town Halls
Hillsborough
Menlo Park
Redwood City
San Carlos
Sheriff’s Office
Menlo Park” Social media

Brishane Did not reach out to residents
Foster City

* Colma, Pacifica, and South San Francisco stated in the survey that in the future they would use social media to
inform residents.

TSome cities stated they did not reach out to residents (Brisbane and Foster City). Belmont responded that the city did
reach out, but did not provide any examples. Broadmoor Police Protection District, Colma, and Millbrae currently
use surveillance tools, so this question did not apply to them.

Planning by cities or the County to introduce ordinances to manage surveillance technology

According to the Grand Jury survey, neither the County nor any cities in San Mateo County are
currently considering an ordinance that outlines processes and procedures for deploying and
managing surveillance tools.

Other Bay Area responses to community concerns about surveillance

Oakland Domain Awareness Center (DAC)

In 2013, the City of Oakland was building the DAC system, a large surveillance system
comprising 700 cameras placed in schools and public housing, with facial recognition software,
ALPRs, and 300 terabytes of storage.>* In response, a coalition of activists alerted the
community to the potential harm widespread surveillance could do to privacy and civil liberties.
At city council meetings, speaker after speaker voiced concerns about surveillance technology
and requested participation in the decision-making process.>>

As a result, in 2014, the Oakland City Council voted to confine the DAC surveillance to the Port
of Oakland. The council also prohibited use of facial recognition software, ALPRs, and
eliminated data retention. The council also created an ad hoc citizen’s committee, which later
became Oakland’s Privacy Advisory Commission.>6 Recently, this commission has proposed a
“Surveillance and Community Safety Ordinance,”>” which would require the city’s departments
to disclose any new surveillance technologies they plan to acquire. Agencies would need
approval from the City Council before purchasing the tool or technology. The law would require
open public hearings, to allow the public to evaluate the costs and benefits of technologies before

54 Brian Hofer, “How the fight to stop Oakland’s Domain Awareness Center Laid the Groundwork for the Oakland Privacy
Commission,” ACLU of Northern California (blog), accessed Sept. 21, 2016. https://www.aclunc.org/blog/how-fight-stop-
oaklands-domain-awareness-center-laid-groundwork-oakland-privacy-commission.

95 Ipid.
56 |bid.
57 Text of proposed ordinance, accessed May 6, 2017: https://www.documentcloud.org/documents/3253520-0ak061975.html.
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they are deployed. Unanimously approved by the commission, the ordinance was pending before
the Oakland City Council as of June 6, 2017.58

Santa Clara County’s surveillance technology and community safety ordinance

In September 2016, Santa Clara County passed an ordinance to protect residents’ right to privacy
from intrusive and invasive technologies.>® This ordinance also addresses emerging surveillance
tools not yet created. According to the San Jose Mercury News:

The ordinance is aimed at protecting the public’s right to privacy from existing and
emerging technologies, such as drones, license plate readers, cell phone trackers or things
that haven’t yet been realized outside of science fiction.

The new rules require that agencies put in place public policies regarding the use of any
surveillance technology before it is acquired or activated, and issue annual reports on
how the technologies have been used and what they discovered.50

Santa Clara County Supervisor Joe Simitian began advocating for an ordinance in 2014, in
response to local law enforcement purchasing surveillance technology without informing the
public. He became more concerned about the lack of transparency when he learned that San Jose
police had purchased a drone and of Oakland’s plan to extend the powers of the DAC beyond the
Port of Oakland.5? When the Santa Clara County Sheriff’s Office received a grant to buy a
$500,000 “Stingray” cell-site simulator, Simitian, backed by many County residents, requested
more information about this technology. A press release issued by Simitian’s office stated:

Under the new law, officials who want to purchase and use surveillance technology in
Santa Clara County will have to:

e Provide analysis of the privacy and due process implications of the technology they
wish to acquire,

e Submit, for approval, a set of “use policies” governing the use of the technology,
before the technology is acquired or used; and,

e Report back annually on the use of the technology, in order to provide some measure
of accountability.

Simitian noted, “for years and years we’ve made budget allocations without asking the
most basic of questions: What information are we collecting? About whom? Why? How

58 Darwin BondGraham, “Oakland Privacy Commission Approves Surveillance Transparency Oversight Law,” East Bay
Express, Jan 6, 2017.
http://www.eastbayexpress.com/SevenDays/archives/2017/01/06/oakland-privacy-commission-approves-surveillance-
transparency-and-oversight-law.

Link to proposed ordinance, accessed May 6, 2017: https://www.documentcloud.org/documents/3253520-0ak061975.html.
https://occupyoakland.org/wp-content/uploads/2017/01/OPAC-Surveillance-Ordinance-Adopted.pdf.

59 Ordinance no. NS-300.897 “An Ordinance of the Board of Supervisors of the County of Supervisors of the County of Santa
Clara Adding Division A40 of the County of Santa Clara Ordinance code Relating to Surveillance-Technology and Community
Safety,” accessed May 6, 2017. https://assets.documentcloud.org/documents/2854213/Attachment-149330.pdf.

60 Eric Kurhi “Pioneering spy-tech law adopted by Santa Clara County,” The Mercury News, June 7, 2016.
http://www.mercurynews.com/2016/06/07/pioneering-spy-tech-law-adopted-by-santa-clara-county/.

61 Ipid.
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long will we have the information? Who’ll have access? How will we know if there’s
misuse or abuse? | think we ought to know those answers before we spend millions of
dollars in public funds.”

The ordinance also provides that the Board of Supervisors, “...shall assess whether the
benefits to the impacted County departments and the community of the surveillance
technology outweigh the costs — including both the financial costs and reasonable
concerns about the impact on and safeguards for privacy, civil liberties and civil rights.”

“I firmly believe we can both protect the public, and respect the public’s privacy and due
process rights,” Simitian said. “In fact, | believe we’re obligated to do both.”

The new measure is noteworthy, in part, because it both addresses specific existing
technologies (like surveillance cameras, automated license plate readers, and cell-site
simulators), but also attempts to be “future-proof,” by describing the kinds of surveillance
covered.52

Bay Area Rapid Transit’s (BART’s) proposed Surveillance Policy

According to representatives at BART, the BART Board of Directors will be considering a
proposal that would require board approval of any surveillance tools used by BART police or
other BART entity.

The ACLU of Northern California, the Oakland Privacy Working Group, and the Electronic
Frontier Foundation (EFF) all have indicated support for such the surveillance policy, which has
been presented to BART’s technology committee in December 2016. A senior attorney at EFF
stated: “BART could take a big step forward toward accountability and transparency by passing
the ordinance, which will ensure public and collective board oversight of whether to acquire
dangerous and invasive spying tools.”63

Proposed California State Senate Bill

SB 21 (2017), the Police Surveillance Transparency billé4 sponsored by Senator Jerry Hill, D-
San Mateo, would extend existing privacy standards for ALPRs and cell-intercept devices to all
surveillance technology used by law enforcement agencies.

“SB 21 ensures that the same privacy protocols and standards that currently apply to license plate
readers and cell site simulators apply to all other surveillance technology, including those
developed in the future,” Senator Hill said.%>

This bill was passed by the California State Senate on May 31, 2017 and was then sent to the
California Assembly.6

62 press Release: “Joe Simitian: Cutting-edge surveillance ordinance approved for Santa Clara County,” accessed May 6, 2017.
https://www.sccgov.org/sites/d5/newsmedia/press-releases/Pages/SurveillanceOrdinance.aspx.

63 Joe Kukura “BART Considers Measure to Limit Surveillance,” SF Weekly, January 26, 2017.
http://www.sfweekly.com/news/bart-considers-measure-to-limit-surveillance/.

64 Text of bill is available at http:/leginfo.legislature.ca.gov/faces/bilINavClient.xhtmI?bill_id=201720180SB21.

65 “New Legislation,” Senator Jerry Hill, accessed April 3, 2017.
https://Icmspubcontact.lc.ca.gov/PublicLCMS/imgs/SD13/2017/jan/Hill_eNews_010317_Full.htm#articlel.

66 «cA SB21|2017-2018|Regular Session,” Legiscan, accessed June 1, 2017. https://legiscan.com/CA/bill/SB21/2017ncric.
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FIND

INGS

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt policies

F2.

related to any surveillance technology before such technology is acquired or activated. The
ordinance also requires agencies to issue annual reports explaining how the technologies are
used and what they discovered.

The County and cities in San Mateo County have not enacted any ordinances governing

their acquisition and use of surveillance technology, or the accessibility, management, or

retention of the information acquired.

F3. The County and cities in San Mateo County do inform residents about the use of some
surveillance tools (Automated License Plate Readers and Body Worn Cameras) at public
forums and city council meetings:

F4.

City or Town Council meeting or staff reports posted on website: Atherton, Burlingame,
Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood City, San
Bruno, San Carlos, San Mateo, South San Francisco

Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood City,
San Carlos, Sheriff’s Office

The City of Menlo Park mentioned also having used social media for this purpose.

With the exception of Burlingame, which borrowed ALPR technology, the cities and the
San Mateo County Sheriff’s Office have complied with the law requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites.

F5. With the exception of the City of San Mateo, the generic ALPR policies posted by cities
and the Sheriff’s Office do not provide specific information that helpful to residents.

RECOMMENDATIONS

R1. Inaddition to providing a conspicuous link to usage and privacy policies on operator

websites (as required by law for ALPRs), all law enforcement agencies in the County
should create an easily accessible and simply written information webpage by December
31, 2017, which lists the types of surveillance tools (such as ALPRS) and investigative
tools (such as ShotSpotter and body worn cameras) utilized by the agency. At a minimum,
such a webpage shall include these details about each tool:

e What is the use and purpose of the technology, such as assisting in ongoing
criminal investigations, locating missing children, or locating stolen vehicles

e Who is authorized to collect or access the data collected

e How the system is monitored to ensure that the data are secure
e Who owns the surveillance technology

e What measures were taken to ensure the accuracy of the data

e How long the data will be retained
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R2.

R3.

All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any proposed
addition of new surveillance technologies including, but not limited to:

e Surveying residents to better understand their concerns about law enforcement’s
use of surveillance tools and address those concerns in public meetings, Town
Halls, Neighborhood Watch sessions and other local gatherings.

e Using social media platforms such as Nextdoor® to keep residents engaged and
informed about surveillance technologies and its uses in your community.

Staff shall bring to the city or town council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a policy or
ordinance for consideration at a public meeting by December 31, 2017. Such ordinances or
policies should require, at a minimum:

e Plans to acquire new surveillance technology be announced at public meetings
and other forums to ensure that the community is aware and engaged when new
technology is under consideration.

e Any “use policies” related to surveillance technology be readily available and
easy to access on the city or County websites.

e Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community.

REQUEST FOR RESPONSES

Pursuant to Penal code section 933.05, the Grand Jury requests responses to Recommendations
1-3 from the following:

San Mateo County Board of Supervisors
San Mateo County Sheriff’s Office
Broadmoor Police Protection District
Atherton Town Council

Belmont City Council

Brisbane City Council

Burlingame City Council

Colma City Council

Daly City City Council

East Palo Alto City Council

Foster City City Council

Half Moon Bay City Council
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e Hillshorough Town Council
e Menlo Park City Council

e Millbrae City Council

e Pacifica City Council

e Portola Valley Town Council
e Redwood City City Council
e San Bruno City Council

e San Carlos City Council

e San Mateo City Council

e South San Francisco City Council
e Woodside Town Council

The governing bodies indicated above should be aware that the comment or response of the
governing body must be conducted subject to the notice, agenda and open meeting requirements
of the Brown Act.
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APPENDIX A

NCRIC Automated License Plate Reader Policy

NCRIC MISSION

The Northern California Regional Intelligence Center (NCRIC) is a multi-jurisdiction public safety program
created to assist local, state, federal, and tribal public safety agencies and critical infrastructure locations
with the collection, analysis, and dissemination of criminal threat information. It is the mission of the
NCRIC to protect the citizens within its area of responsibility from the threat of narcotics trafficking,
organized crime, as well as international, domestic, and street terrorism-related activities through

information sharing and technical operations support to public safety personnel.

AUTOMATED LICENSE PLATE READER (ALPR) TECHNOLOGIES

To support authorized law enforcement and public safety purposes of local, state, federal, and tribal
public safety agencies, the NCRIC utilizes Automated License Plate Reader (ALPR) technology, and
supporting software, to gather and analyze ALPR data to enable the rapid identification and location of
vehicles of legitimate interest to law enforcement. ALPR units are attached to law enforcement vehicles or
deployed at fixed locations, where they collect license plate information from vehicles on public roadways
and public property. In one common use of ALPR technology, license plate encounters are compared
against law enforcement “hotlists” — lists of vehicles associated with active investigations, for example,
related to Amber Alerts or other missing children, stolen vehicles, or stolen license plates. The information
is also retained for a fixed retention period, though it is only reaccessible by law enforcement given a
legitimate law enforcement purpose as listed below.

PURPOSE

This NCRIC Automated License Plate Reader Policy (ALPR Policy) defines a minimum set of binding
guidelines to govern the use of Automated License Plate Reader Data (ALPR Data), in order to enable
the collection and use of such data in a manner consistent with respect for individuals’ privacy and civil
liberties.

The NCRIC also completed a NCRIC ALPR Privacy Impact Assessment (PIA) to address in further detalil
common privacy and civil liberties concerns regarding Automated License Plate Reader technology. The
current version of this document is available on the NCRIC web site at www.ncric.org.

AUTHORIZED PURPOSES, COLLECTION, AND USE OF ALPR DATA

To support the mission of the NCRIC, Law enforcement personnel with a need and right to know will
utilize ALPR technology to:
e Locate stolen, wanted, and subject of investigation vehicles;
e Locate and apprehend individuals subject to arrest warrants or otherwise lawfully sought by law
enforcement;
e Locate witnesses and victims of violent crime;
e Locate missing children and elderly individuals, including responding to Amber and Silver Alerts;
e Support local, state, federal, and tribal public safety departments in the identification of vehicles
associated with targets of criminal investigations, including investigations of serial crimes;
e Protect participants at special events; and
e Protect critical infrastructure sites.
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RESTRICTIONS ON COLLECTION OF ALPR DATA AND USE OF ALPR SYSTEMS

NCRIC ALPR units may be used to collect data that is within public view, but may not be used for the sole
purpose of monitoring individual activities protected by the First Amendment to the United States
Constitution.

ALPR operators may not contact occupants of stolen, wanted, or subject-of-investigation vehicles unless
the ALPR operators are sworn law enforcement officers. ALPR operators must rely on their parent agency
rules and regulations regarding equipment, protection, self-identification, and use of force when stopping
vehicles or making contact.

ALPR operators must recognize that the data collected from the ALPR device, and the content of
referenced hotlists, consists of data that may or may not be accurate, despite ongoing efforts to maximize
the currency and accuracy of such data. To the greatest extent possible, vehicle and subject information
will be verified from separate Law enforcement information sources to confirm the vehicle or subject’s
identity and justification for contact. Users of ALPR Data must, to the fullest extent possible, visually
confirm the plate characters generated by the ALPR readers correspond with the digital image of the
license plate in question.

All users of NCRIC ALPR equipment or accessing NCRIC ALPR Data are required to acknowledge that
they have read and understood the NCRIC ALPR Policy prior to use of the ALPR System.

In no case shall the NCRIC ALPR system be used for any purpose other than a legitimate law
enforcement or public safety purpose.

TRAINING

Only persons trained in the use of the NCRIC ALPR system, including its privacy and civil liberties
protections, shall be allowed access to NCRIC ALPR Data. Training shall consist of:
e Legal authorities, developments, and issues involving the use of ALPR Data and technology
e Current NCRIC Policy regarding appropriate use of NCRIC ALPR systems;
e Evolution of ALPR and related technologies, including new capabilities and associated risks;
e Technical, physical, administrative, and procedural measures to protect the security of ALPR
Data against unauthorized access or use; and
e Practical exercises in the use of the NCRIC ALPR system

Training shall be updated as technological, legal, and other changes that affect the use of the NCRIC
ALPR system occur.

AUDIT

Access to, and use of, ALPR Data is logged for audit purposes. Audit reports will be structured in a format
that is understandable and useful and will contain, at a minimum:
e The name of the law enforcement user;
The name of the agency employing the user;
The date and time of access;
The activities executed, including any license plates searched for;
The supplied authorized law enforcement or public safety justification for access; and
A case number associated with the investigative effort generating the ALPR data query.

Audit reports will be provided periodically and on request to supervisory personnel at t the NCRIC and
partner agencies.

In addition, no less frequently than every 12 months, the NCRIC will audit a sampling of ALPR system
utilization from the prior 12 month period to verify proper use in accordance with the above authorized
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uses. Any discovered intentional misconduct will lead to further investigation, termination of system
access, and notification of the user’s parent agency for appropriate recourse. In addition, the auditing
data will be used to identify systemic issues, inadvertent misuse, and requirements for policy changes,
training enhancements, or additional oversight mechanisms.

These ALPR audits shall be conducted by a senior NCRIC official other than the person assigned to
manage the NCRIC ALPR function. Audit results shall then be reported to the Director of the NCRIC.

DATA QUALITY AND ACCURACY

The NCRIC will take reasonable measures to ensure the accuracy of ALPR Data collected by NCRIC
ALPR units and partner agency ALPR systems. Errors discovered in ALPR Data collected by NCRIC
ALPR units are marked, corrected, or deleted in accordance with the type and severity of the error in
guestion. Errors discovered in ALPR Data collected from partner agencies’ ALPR systems are
communicated back to the controlling agency to be addressed as deemed appropriate by that agency or
in accordance with the agency’s own ALPR data policies.

As the downstream custodian of “hotlists”, the NCRIC will provide the most recent versions of these lists
available and ensure the lists are refreshed from state or federal sources on a daily basis.

The NCRIC acknowledges that, in rare instances ALPR units may inadvertently capture information
contrary to the collection guidelines set forth in this policy. Such records will be purged upon identification.
Any discovered notable increase in frequency of these incidents from specific ALPR units or agencies will
be followed up with for equipment repairs, camera realignment, or personnel training as necessary.

PHYSICAL AND ELECTRONIC SECURITY OF ALPR DATA:

Data collected by ALPR systems is stored in a secured law enforcement facility with multiple layers of
physical security and 24/7 security protections. Physical access is limited to law enforcement staff in good
standing who have completed background investigations and possess an active security clearance at the
“SECRET”" or higher level.

NCRIC will utilize strong multi-factor authentication, encrypted communications, firewalls, and other
reasonable physical, technological, administrative, procedural, and personnel security measures to
mitigate the risks of unauthorized access to the system.

RETENTION OF ALPR DATA:

ALPR Data collected by NCRIC ALPR units or shared from partner agencies’ ALPR units shall not be
retained longer than 12 months, or the length of time required by the partner agency who is custodian of
the record — whichever is shorter. Once the retention period has expired, the record will be purged entirely
from all active and backup systems unless a reasonable suspicion has been established that the vehicle
identified by the ALPR read is connected to criminal activities.

ALPR records matching an entry in a current law enforcement hotlist will trigger an immediate notification
to the officer operating the ALPR unit, the active dispatch officer at the agency owning the ALPR unit, the
NCRIC, and the custodial agency of the hotlist. Such notifications are also subject to a maximum
retention of 12 months.

ALPR Data obtained with license plate information not appearing on hotlists, and with no immediate
reasonable connection to criminal activity, will be retained in secure systems so as to only be made
accessible to authorized personnel for a maximum period of twelve months, then purged entirely from all
systems. If during the specified retention period there is information which supports a legitimate law
enforcement purpose (see above section enumerating AUTHORIZED PURPOSES, COLLECTION, AND
USE OF ALPR DATA) as to a license plate or partial license plate which was recorded and is retained in
these systems, then limited access will be permitted for predicate-based querying for potential matches
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against the parameters specific to the legitimate law enforcement purpose. Such events shall be recorded
in an access log showing date, time, name of person seeking access, agency of employment, reason for
access, and tracking identifiers such as an agency case number.

NCRIC Automated License Plate Reader Policy 5 ALPR records of vehicles having been identified and
linked to criminal investigation will be entered into the relevant NCRIC database(s) and retained for a
period of no more than five years. If during the fiveyear period NCRIC personnel become aware that the
vehicle license plate information is no longer associated with a criminal investigation, it will be purged
from the NCRIC's databases.

CUSTODIAN OF RECORDS AND RECORDS REQUESTS

Each agency operating ALPR technology retains control and ownership as the official custodian of its
records, and must independently verify all external information obtained via NCRIC Information Systems.
To the extent permitted by law, requests for information under the California Public Records Act or
Freedom of Information Act or similar applicable laws will be directed back to the owner of the requested
data.

SYSTEM MANAGEMENT AND ACCOUNTABILITY

The NCRIC shall assign a senior officer who will have responsibility, and be accountable, for managing
the ALPR Data collected and ensuring that the privacy and civil liberties protection and other provisions of
this ALPR Policy are carried out. This individual shall also be responsible for managing a process for
maintaining the most current and accurate hotlists available from NCRIC law enforcement sources. This
individual shall also have the responsibility for the security of the hotlist information and any ALPR Data
which is maintained by the NCRIC. It remains, however, the personal responsibility of all officers with
access to ALPR Data to take reasonable measures to protect the privacy and civil liberties of individuals,
as well as the security and confidentiality of ALPR Data.

COMMERCIALLY CREATED ALPR DATA

Except as explicitly authorized below with regard to critical infrastructure, the NCRIC will not share NCRIC
or partner agency ALPR Data with commercial or other private entities or individuals.

DISSEMINATION

The NCRIC may disseminate ALPR data to any governmental entity with an authorized law enforcement
or public safety purpose for access to such data. The NCRIC assumes no responsibility or liability for the
acts or omissions of other agencies in making use of the ALPR data properly disseminated. Though the
NCRIC will make every reasonable effort to ensure the quality of shared ALPR Data and hotlists, it cannot
make absolute guarantees of the accuracy of information provided.

ALPR Information may be disseminated to owners and operators of critical infrastructure in circumstances
where such infrastructure is reasonably believed to be the target of surveillance for the purpose of a
terrorist attack or other criminal activity. In these situations, the NCRIC also will make notification to
appropriate local, state, and federal law enforcement agencies.

Information collected by the ALPR system shall not be disseminated to private parties, other than critical
infrastructure owners or operators, as limited above, unless authorized, in writing, by the Director of the
NCRIC or his designee. ALPR information shall not be disseminated for personal gain or for any other
non-law enforcement purposes.
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POLICY REVISIONS

NCRIC ALPR Policies will be reviewed, and updated as necessary, no less frequently than every 12
months, or more frequently based on changes in data sources, technology, data use and/or sharing
agreements, and other relevant considerations.

The most current version of the ALPR Policy may be obtained from the NCRIC website at
http://www.ncric.org/
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APPENDIX B

:TULCHIN RESEARCH

Polling & Strategic Consulting
August 21, 2015

To: Interested Parties
From: Ben Tulchin, Corey O’Neil and Kiel Brunner; Tulchin Research
Re: California Statewide Survey Finds Voters Concerned about

Privacy and Want to See Reforms Made to Surveillance
Technology Use by Law Enforcement

Tulchin Research recently conducted a California statewide survey on behalf of the ACLU
of California Center for Advocacy & Policy to assess how likely voters think and feel about criminal
justice and law enforcement, including how police use surveillance technology to track internet,
text, e-mail and other digital activity via hand held devices and computers. With the issue of
privacy and surveillance in the news in recent years, this research aims to gauge voter sentiments
toward these issues in California specifically and help inform local elected officials in Sacramento
about the public’s desire to reform how law enforcement tracks and observes the online actions
of California residents.

We provide below a summary of the key findings from the survey.

Police Access to Digital Surveillance

Voters in California broadly support a myriad of reforms to ensure their online
communications and activities are not tracked by law enforcement without a warrant. When it
comes to accessing e-mail and internet activity, more than four out of five voters (82 percent)
support requiring a warrant prior to authorities gaining access. Similarly, nearly four out of five
voters (79 percent) support this requirement for allowing cell phone access and 77 percent for
text messaging records.

The table below shows the statewide results among likely voters.

Support for Requiring Police to Get a Warrant to Monitor Online Activity and Communications

Here are some suggested proposals to improve transparency and accountability for police use of
surveillance technology. Please indicate whether you support or oppose each proposal.

Support Oppose Und. Sg’:)';_
Require police officers to get a warrant before they can access 0 o 0
your internet use and what you do online. &2 2% 6% sl
Require police officers to get a warrant before they can access o ® ®
your e-mail. 82% 10% 8% +72
Require police officers to get a warrant before they track your cell o o o
phone and what you do on it. 79% 12% 10% &
Require police officers to get a warrant before they can access 77% 14% 9% +63

your text messages.

182 Second Street, Suite 400 » San Francisco, CA 94105 ° (415) 874-7441
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Tulchin Research — Poll Results 2

In looking specifically at the high levels of support for requiring law enforcement to obtain
a warrant prior to conducting surveillance of online activity (82 percent support), this proposal
garners overwhelming backing from across majorities of every key demographic group in the state
including:
e Both women (83 percent support) and men (81 percent) show strong support for this
reform;
e All ethnic groups including Latinos (93 percent), African Americans (88 percent), Asians
(87 percent) and Caucasians (78 percent);
e Bridging the partisan divide, Democratic (87 percent), Republican (74 percent) and
independent (83 percent) voters all broadly support requiring a warrant in this context; and
e Voters of all ages agree that police should get a warrant prior to tracking online use with
voters ages 18 to 29 most in favor (90 percent), followed by voters ages 30 to 49 (83
percent), voters ages 50 to 64 (82 percent) and voters ages 65 and older (79 percent).

Support for Requiring Police to Get a Warrant to Access Internet Use (By Demographic Group)

Here are some suggested proposals to improve transparency and accountability for police use
of surveillance technology. Please indicate whether you support or oppose each proposal.

Require police officers to get a warrant before they can access your internet use and what you
do online

Supp-
Opp

Support Oppose

| All California Voters 82% 12% +71
Gender
Women 83% 11% +72
Men 81% 13% +69
Ethnicity
Blacks 88% 5% +81
Latinos 93% 6% +86
Asians 87% 4% +83
Whites 78% 15% +62
Party
Democrats 87% 7% +80
Republicans 74% 18% +56
Independents 83% 13% +70
Age
18-29 90% 9% +81
30-39 83% 12% +71
40-49 83% 10% +73
50-64 82% 11% +70
65+ 79% 14% +65
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Tulchin Research - Poll Results 3

Voters in the state also carry strong sentiments about requiring law enforcement to obtain a
warrant before tracking cell phone usage and activity (79 percent support). Similar to online
activity above, every demographic group shares this strong support for protecting their privacy on
their mobile devices:

e Both men (82 percent) and women (75 percent) offer strong support for requiring a warrant
to track cell phones and what individuals do on their phones;

e Cell phone privacy strikes a chord most notably among Asian (95 percent) and African
American voters (93 percent), while there is also support from over three-quarters of white
and Latino (77 percent) voters;

e Voters of all parties support requiring warrants for police to access cell phone data and
activity as Democratic (81 percent), Republican (74 percent) and independent (79 percent)
voters all approve of this measure; and

e Among various age groups, support for cell phone privacy is strongest among voters ages
50 to 64 (82 percent) and is followed closely by voters ages 65 and older (79 percent),
ages 40 to 49 (78 percent), and voters age 18-39 (74 support).

Cell Phone Use Requirement Proposal (By Demographic Group)

Here are some suggested proposals to improve transparency and accountability for police use
of surveillance technology. Please indicate whether you support or oppose each proposal.

Require police officers to get a warrant before they track your cell phone and what you do on it.

Supp-

Support Oppose

Opp
| All California Voters 79% 12% +67 |

Gender
Women 75% 11% +64
Men 82% 13% +70
Ethnicity
Blacks 93% 4% +88
Latinos 77% 10% +67
Asians 95% 0% +95
Whites 7% 13% +64
Party
Democrats 81% 7% +74
Republicans 74% 16% +58
Independents 79% 15% +64
Age
18-29 74% 14% +62
30-39 74% 12% +63
40-49 78% 11% +67
50-64 82% 12% +70
65+ 79% 11% +68
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Tulchin Research - Poll Results 4

In addition to these previously mentioned technology-specific surveillance measures,
voters also would like to see reforms implemented at the state and local level of surveillance
practices by law enforcement in order to provide more oversight, accountability and limits to this
law enforcement tactic. Among them, two-thirds of voters would like to see local elected officials
like City Councilmembers or County Supervisors approve new surveillance technologies before
they can be used (67 percent support). Similarly, voters want to see policies set that limit
surveillance use both locally (65 percent) and statewide (64 percent). Voters also want to see
steps taken to require public reporting from law enforcement agencies regarding the frequency of
use of surveillance technologies (62 percent) as well as providing public notification before
purchasing any new surveillance technologies (58 percent).

Support for Local and State Surveillance Reforms

Here are some suggested proposals to improve transparency and accountability for police
use of surveillance technology. Please indicate whether you support or oppose each
proposal.

Don’t Supp -
Know Opp

Support  Oppose

Require the local City Council or Board of
Supervisors to vote to approve new

0 0, 0,
surveillance technology before it is used by Ci e 5% 8
local police.
Develop and enforce local policies to set limits o o o
on surveillance technology used by police. ol s e 47
Develop and enforce statewide policies to set
limits on surveillance technology used by 64% 18% 18% +47
police.
Require law enforcement agencies to publicly o o o
report how often they are using surveillance. g2 2k iR <
Provide public notification prior to local police 58% 23% 19% +36

buying new technology for surveillance.

Conclusion

These findings show wide support throughout California for limiting how law enforcement
uses surveillance technologies on the public. From internet and e-mail surveillance to cell phone
and text messaging activities, voters from across a spectrum of demographic and partisan groups
show strong support for reforming how law enforcement tracks our activities through technology
by requiring the police to get a warrant before collecting this information. More broadly, voters
want more accountability, oversight and limits placed on police surveillance tactics.

Survey Methodology: Tulchin Research conducted a statewide survey in California among 900
likely November 2016 voters, including a statewide base sample of 800 voters and an oversample
of 100 African American voters. The oversample of African American voters provides increased
statistical confidence for that specific demographic, especially in looking at key sub-groups.
Interviews were conducted online from July 10-14, 2015. The margin of error for the statewide
base sample is +/- 3.46 percent.
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APPENDIX C

This table shows the verbatim responses to this question from the Grand Jury’s survey of police
departments and the Sheriff’s Office: “Before purchasing the technology, did you inform
residents of your intention to acquire surveillance tools?”

City

How Cities Responded

Atherton

The projects and expenses were approved by the Town
Council and divulged as part of the public agenda in staff
reports.

Belmont

Belmont did respond ““Yes™ to the question but did not
provide details.

Broadmoor

N/A (no surveillance technology in use).

Brisbane

Law enforcement did not reach out to the community

Burlingame

Body Worn Cameras we responded to the Grand Jury’s
recommendation to implement and went before our City
Council for approval.

GPS we did not notify our community

Police Department Cameras we did not notify our
community

Colma

N/A (no surveillance technology in use).

Note: The Police Department will reach out to residents at
council meetings and social media if the Department does
plan to acquire surveillance technology.

Daly City

Staff report to City Council for approval

East Palo Alto

ShotSpotter: This was installed during Chief Ronald Davis
tenure and | believe there was involvement with community
and the matter was approved by the City Council.
Additionally, each year that | renew the contract, it goes
before the City Council and the community has the
opportunity to comment on the use of the system.

Foster City

Law enforcement did not reach out to the community

Hillsborough

The ALPR mobile unit purchase was introduced over the
course of several council meetings and approved by City
Council. We also hosted a number of community forums on
the topic of crime prevention and discussed the ALPR
technology prior to and after it was approved. Additionally,
we regularly update our council with details and statistics
from our ALPR program.
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City How Cities Responded
Menlo Park City council meetings, social media, community meetings
Millbrae N/A (no surveillance technology in use)
Pacifica Regarding the implementation of patrol vehicle cameras in

the mid 1990’s, it is unknown what methods were used to
inform residents.

The police department’s body camera implementation plan
was announced at a City Council meeting. When body
cameras are deployed, the department plans to announce this
vial social media and press release.

Redwood City

We did community outreach and held a community meeting
regarding the placing of surveillance cameras on a
pedestrian footbridge.

Redwood City Police Department began using the ALPR
technology in 2012. On October 6, 2015, Governor Edmund
G. Brown Jr. signed SB 34, which added provisions to the
California Civil Code regarding the use of ALPR systems,
including requiring government agencies using ALPRs to
maintain reasonable security procedures and practices, to
implement a privacy policy, to keep records of access to
records created through use of ALPR system, and to prevent
unauthorized access to the system. In addition, the agency
must disclose any security breaches and cannot sell, share,
or transfer ALPR information, except to another public
agency and only as permitted by law. Under Section
1798.90.55

(a), the new law requires: A public agency that
operates or intends to operate an ALPR system shall
provide an opportunity for public comment at a
regularly scheduled public meeting of the governing
body of the public agency before implementing the
program.

The Police Department has updated its Policy Manual to
comply with the new provisions of the law. The updated
policy regarding Automated License Plate Readers has been
posted to the City Website as required by California Civil
Code Section 1798.90.51 (b)(1). Because the department
began using ALPR technology prior to the passage of SB
34, compliance with the requirement that an opportunity for
public comment at a regularly scheduled public meeting of
the governing body of the public agency before
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City

How Cities Responded

implementing the program was not possible. The
Department is in compliance with SB34 and is now
providing an opportunity for public comment at a regularly
scheduled public meeting of the governing body of the
public agency before implementing new ALPR technology.

San Bruno

A staff report regarding the ALPR was made available on
the city's web page. The project was also presented in a
televised public forum at a city council meeting.

San Carlos

The decision to deploy ALPR technology was made by the
City Council; not by the Police Bureau. An open, “noticed”
public meeting was held to discuss the item and take public
comment on the issue. At the conclusion of that very public
process, the city Council voted and directed the Police
Bureau to deploy the ALPRs

We also discussed the issue during Police Town Hall
Meetings and Neighborhood Watch events.

San Mateo (city)

Depends—ALPRs are required by law to be noticed to our
city council and we posted the privacy policy on our internet

San Mateo Open, noticed public meetings were held to discuss the

County Sheriff items and take public comment on the issue. The meetings
were held to help educate and inform the community.
During the community meetings, we provided facts and also
discussed the benefits during Town Hall Meetings and
Neighborhood Watch events.

South San Our intention to acquire body cameras was addressed at a

Francisco public City Council meeting. Once the body cameras are

implemented, we will make a public announcement by
means of a press release and social media

Issued: July 12, 2017
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County of San Mateo

Inter-Departmental Correspondence

Department: COUNTY MANAGER
File #: 16-637 Board Meeting Date: 10/17/2017

Special Notice / Hearing: None
Vote Required: Majority
To: Honorable Board of Supervisors
From: John L. Maltbie, County Manager

Subject: Board of Supervisors' Response to the 2016-2017 Civil Grand Jury Report, “A Delicate
Balance: Privacy vs. Protection”

RECOMMENDATION:
Approve the Board of Supervisors' Response to the 2016-2017 Civil Grand Jury Report, “A Delicate
Balance: Privacy vs. Protection.”

BACKGROUND:

On July 12, 2017, the 2016-2017 San Mateo County Civil Grand Jury issued a report titled “A
Delicate Balance: Privacy vs. Protection.” Recommendations Follow-Up.” The Board of Supervisors
is required to submit comments on the findings and recommendations pertaining to the matters over
which it has some decision making authority within 90 days. The Board’s response to the report is
due to the Honorable Leland Davis, Il no later than October 24, 2017.

DISCUSSION:
The Grand Jury made five findings and three recommendations in its report. Each finding and
recommendation, along with County staff's recommended response, is set forth below:

FINDINGS

Finding 1:

The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt policies related
to any surveillance technology before such technology is acquired or activated. The ordinance also
requires agencies to issue annual reports explaining how the technologies are used and what they
discovered.

Response:
The information necessary to either agree or disagree with this finding is not contained within
the County Manager and Sheriff's Office’s files.
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Finding 2:
The County and cities in San Mateo County have not enacted any ordinances governing their
acquisition and use of surveillance technology, or the accessibility, management, or retention of the
information acquired.
Response:
The information necessary to either agree or disagree with this finding is not contained within
the County Manager and Sheriff’s Office’s files. However, the Sheriff's Office has signed a
records sharing and data retention agreement for warehousing data with the Northern
California Regional Intelligence Center (NCRIC). This agreement ensures that data
warehoused within the NCRIC is subject to federal standards and state policies for data
retention and sharing.

Finding 3:

The County and cities in San Mateo County do inform residents about the use of some surveillance
tools (Automated License Plate Readers and Body Worn Cameras) at public forums and city council
meetings:

e City or Town Council meeting or staff reports posted on website: Atherton, Burlingame, Daly
City, East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood City, San Bruno, San
Carlos, San Mateo, South San Francisco

e Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood City, San
Carlos, Sheriff’s Office

e The City of Menlo Park mentioned also having used social media for this purpose.

Response:

The information necessary to either agree or disagree with this finding is not contained within
the County Manager and Sheriff’s Office’s files. However, the Sheriff's Office informs residents
about the use of surveillance tools at public forums at community and city council meetings.

Finding 4:

With the exception of Burlingame, which borrowed ALPR technology, the cities and the
San Mateo County Sheriff’'s Office have complied with the law requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites.

Response:

The information necessary to either agree or disagree with much of this finding is not
contained within the County Manager and Sheriff's Office’s files. The Sheriff's Office agrees
that it complies with the law requiring ALPR users to “conspicuously” post a link to the ALPR
usage and privacy policy on their websites.

Finding 5:
With the exception of the City of San Mateo, the generic ALPR policies posted by cities and the
Sheriff's Office do not provide specific information that helpful to residents.

Response:
The Sheriff's Office does not agree with this finding and believes that the policy posted on the
Sheriff's Office web page is both specific and helpful to residents. The policy describes

Page 2 of 5



authorized purposes, restrictions on collection of data, training, audits, data quality and
accuracy, security of data and retention of data.

RECOMMENDATIONS

Recommendation 1:

In addition to providing a conspicuous link to usage and privacy policies on operator websites (as
required by law for ALPRs), all law enforcement agencies in the County should create an easily
accessible and simply written information webpage by December 31, 2017, which lists the types of
surveillance tools (such as ALPRs) and investigative tools (such as ShotSpotter and body worn
cameras) utilized by the agency. At a minimum, such a webpage shall include these details about
each tool:

e What is the use and purpose of the technology, such as assisting in ongoing criminal
investigations, locating missing children, or locating stolen vehicles

¢ Who is authorized to collect or access the data collected

e How the system is monitored to ensure that the data are secure

¢ \Who owns the surveillance technology

e What measures were taken to ensure the accuracy of the data

e How long the data will be retained

Response:

Portions of this recommendation have already previously been implemented in part and
portions will be implemented in part, but portions of the recommendation will not be
implemented. The San Mateo County Sheriff’'s Office has already posted privacy policy
information on its website as to ALPRs. The Sheriff’'s Office will expand its ALPR privacy and
usage policy to include additional electronic equipment where the release of such information
does not unnecessarily jeopardize public safety and criminal investigations, and will place that
information in a conspicuous location on its website by December 31, 2017.

Recommendation 2:

All law enforcement agencies in the County shall increase the number and types of opportunities for
community members to voice support for or opposition to any proposed addition of new surveillance
technologies including, but not limited to:

e Surveying residents to better understand their concerns about law enforcement’s use of
surveillance tools and address those concerns in public meetings, Town Halls, Neighborhood
Watch sessions and other local gatherings.

e Using social media platforms such as Nextdoor®© to keep residents engaged and informed
about surveillance technologies and its uses in your community.

Response:

The Sheriff's Office will not implement this recommendation because it views its current robust
efforts to obtain community input, e.g., as to ALPRs, as having been sufficient and intends to
continue its roust efforts if it ever begins using new technologies. The Sheriff's Office
recognizes that not all community members utilize internet and social media, and will continue
to seek opportunities at public meetings, including neighborhood association meetings,
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neighborhood watch gatherings, and publicly noticed meetings to share this information.

This recommendation will also not be implemented for law enforcement investigative tools and
techniques primarily used for complex criminal investigative purposes. It is not always
appropriate or reasonable for law enforcement agencies to publicly explain and expose certain
critical investigative techniques or technology. Checks and balances already exist through the
legal system regarding the use of these techniques. Certain specialized electronic tools are
precisely aimed at members of criminal organizations, career criminals, and those under
investigation for violent crimes, with minimal to no impact to the law-abiding public.

Public discussion of law enforcement technologies and investigative techniques would be
detrimental to ongoing criminal investigations, compromise capabilities to protect communities,
and allow individuals involved in criminal activity to more easily avoid detection.

Recommendation 3:

Staff shall bring to the city or town council (in the case of a police department or police bureau) or the
Board of Supervisors (in the case of the Sheriff's Office) a policy or ordinance for consideration at a
public meeting by December 31, 2017. Such ordinances or policies should require, at a minimum:

Plans to acquire new surveillance technology be announced at public meetings and other
forums to ensure that the community is aware and engaged when new technology is under
consideration.

Any “use policies” related to surveillance technology be readily available and easy to access
on the city or County websites.

Oversight and accountability be supported by posting periodic reports on the effectiveness of
the surveillance tools used in the community.

Response:

Existing law can require that law enforcement agencies provide information to local
governing bodies when acquiring certain new technologies. Law enforcement agencies
make policies that govern the use of our basic police surveillance tools and
technologies publicly available when they are public records.

But this recommendation will not otherwise be implemented because it is not warranted
or reasonable. The recommendation contains obstacles that would limit law
enforcement’s ability to quickly adapt and evolve to criminal activity.

Existing state law protects law enforcement agencies from having to disclose
investigative, intelligence and security records under the California Public
Records Laws. Government Code 6254 (f) recognizes the need for
confidentiality and protects law enforcement agencies from disclosing
investigative and tactical information that would compromise crime fighting
capabilities. Existing laws also prohibit the release of information derived from, or
related to the security of our technology systems specifically to ensure those
upholding and protecting the public are not compromised.
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It is also of note that, law enforcement agencies are already required to obtain court
orders: under California Penal Code 1546 - 1546.4 related to specified electronic
communications; under Penal Code 629.50, for wire and other specified electronic
communications; and for electronic tracking devices under Penal Codes 1524 and
1534. Further disclosure of advanced investigative technology and techniques would
limit law enforcement’s ability to adapt and evolve to criminal activity and would
compromise the safety and security of residents of San Mateo County.

FISCAL IMPACT:
There is no Net County Cost associated with accepting this report.

Page 5 of 5



BROADMOOR POLICE DEPARTMENT

388 Eighty Eighth Street
Broadmoor, CA 94015-1717

(650) 755-3838 « Fax (650) 755-9732

Arthur Stellini Board of Police Commissioners
. 2 Hon. Joseph P. Sheridan
Chief of Police Hon. Ralph Hutchens

Hon. Michael P. Connolly

January 08, 2018

San Mateo County
Grand Jury Report:
“A Delicate Balance: Private vs. Protection”

Recommendations: R1 through R3:

Response:

Broadmoor Police Protection District is not listed as an agency requested to give a
response.

Findings F1 through FS

Broadmoor Police Protection District is not listed as an agency requested to give a
response.

Information:
Body Worn Cameras (BWC)

Broadmoor Police Protection District did use Body Worn Cameras in 2016/2017 for a six
to eight month period. The cameras were ascertained through an insurance grant. Once
the grant expired, the department terminated their usage. Broadmoor PD did develop a
department policy for BWC and had announced their implementation during a police
commission hearing. Presently our department policy for BWC’s are posted on both
Facebook and BPD websites.

Vehicle Cameras were active in Broadmoor police vehicles until 2016 when they failed.
The cost of BWC and vehicle cameras, are expensive to purchase and maintain. Our
department is currently attempting to install vehicle cameras at no costs through a private
vendor as a test agency for the vendor’s equipment.

Automated License Plate Readers (ALRP)
Though Broadmoor PD does not own or use ALRP’s we approve their use by outside law
enforcement agencies or task forces in Broadmoor. Note, Broadmoor PD has to date, not

reviewed or had been made available any records of ALRP information gathered in
Broadmoor.
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Video Surveillance:

The Broadmoor Police Department has video surveillance of the department’s exterior
building and parking lot areas. The video is not monitored and only reviewed when
warranted.

Cell-Site simulators

NA

International Mobile Subscriber Identity catchers
NA

ShotSpotter

NA
Summary:

The Broadmoor Police Department continues to search for affordable BWC’s and
Vehicle Video Cameras for its department. Though the department does not have the
other noted surveillance equipment, we communicate with our neighboring agencies and
other county law enforcement agencies for assistance, when needed where this equipment

is available.
Y

Conffiission President
Joseph Sheridan

YU

Commissiﬁﬁe#r Ralph Hutchens

S A Az

Conifmsswner Michael Connolly

Gul

Chief of Pollce, Arthur Stellini
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CARLOS G.BOLANOS

COUNTY OF SAN MATEO SHERIFF

OFFICE OF THE SHERIFF [

400 COUNTY CENTER = REDWOOD CITY o CALIFORNIA 94063-1662 o TELEPHONE (650) 599-1664 = www.smcsheriff.com

ADDRESS ALL COMMUNICATIONS TO THE SHERIFF

August 23, 2017

Hon. Leland Davis, 111

Judge of the Superior Court
c/o Charlene Kresevich

Hall of Justice

400 County Center, 2" Floor
Redwood City, CA 94063

Subject: San Mateo County Sheriff’s Office Response to the Grand Jury Report, “A Delicate Balance:
Privacy v. Protection”

Dear Judge Davis:
Thank you for the opportunity to respond to the Grand Jury report entitled “A Delicate Balance: Privacy v.
Protection”. The San Mateo County Sheriff’s Office response to both the findings and recommendations are

listed below. ‘

Responses to Grand Jury Findings

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt policies related
to any surveillance technology before such technology is acquired or activated. The ordinance also
requires agencies to issue annual reports explaining how the technologies are used and what they
discovered.

Response: The information necessary to either agree or disagree with this finding is not contained within the
Sheriff’s Office’s files.

F2. The County and cities in San Mateo County have not enacted any ordinances governing their
acquisition and use of surveillance technology, or the accessibility, management, or retention of the
information acquired.

Response: The information necessary to either agree or disagree with this finding is not contained within the
Sheriff’s Office’s files. However, the Sheriff’s Office has signed a records sharing and data retention
agreement for warehousing data with the Northern California Regional Intelligence Center (NCRIC). This
agreement ensures that data warehoused within the NCRIC is subject to federal standards and state policies
for data retention and sharing.




F3. The County and cities in San Mateo County do inform residents about the use of some surveillance
tools (Automated License Plate Readers and Body Worn Cameras) at public forums and city council
meetings:

» City or Town Council meeting or staff reports posted on website: Atherton, Burlingame,
Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood City, San Bruno,
San Carlos, San Mateo, South San Francisco

* Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood City,
San Carlos, Millbrae, Portola Valley, Ladera, and Emerald Hills

* The City of Menlo Park mentioned also having used social media for this purpose.

Response: The information necessary to either agree or disagree with this finding is not contained
within the Sheriff’s Office’s files. However, the Sheriff’s Office informs residents about the use of
surveillance tools at public forums at community and city council meetings.

F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and the San
Mateo County Sheriff’s Office have complied with the law requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites.

Response: The information necessary to either agree or disagree with much of this finding is not contained
within the Sheriff’s Office’s files. The Sheriff’s Office agrees that it complies with the law requiring ALPR
users to “conspicuously” post a link to the ALPR usage and privacy policy on their websites.

FS. With the exception of the City of San Mateo, the generic ALPR policies posted by cities and the
Sheriff’s Office do not provide specific information that is helpful to residents.

Response: The Sheriff’s Office does not agree with this finding and believes that the policy posted on

the Sheriff’s Office web page is both specific and helpful to residents. The policy describes authorized
purposes, restrictions on collection of data, training, audits, data quality and accuracy, security of data and
retention of data.

Responses to Grand Jury Recommendations

R1. In addition to providing a conspicuous link to usage and privacy policies on operator websites (as
required by law for ALPRs), all law enforcement agencies in the County should create an easily
accessible and simply written information webpage by December 31, 2017, which lists the types of
surveillance tools (such as ALPRs) and investigative tools (such as ShotSpotter and body worn
cameras) utilized by the agency. At a minimum, such a webpage shall include these details about each
tool:

° What is the use and purpose of the technology, such as assisting in ongoing criminal
investigations, locating missing children, or locating stolen vehicles

Who is authorized to collect or access the data collected

How the system is monitored to ensure that the data are secure

Who owns the surveillance technology

What measures were taken to ensure the accuracy of the data

How long the data will be retained



Response: Portions of this recommendation have already previously been implemented in part and portions
will be implemented in part, but portions of the recommendation will not be implemented. The San Mateo
County Sheriff’s Office has already posted privacy policy information on its website as to ALPRs. The
Sheriff’s Office will expand its ALPR privacy and usage policy to include additional electronic equipment
where the release of such information does not unnecessarily jeopardize public safety and criminal
investigations, and will place that information in a conspicuous location on its website by December 31, 2017.

R2. All law enforcement agencies in the County shall increase the number and types of opportunities
for community members to voice support for or opposition to any proposed addition of new
surveillance technologies including, but not limited to:

Surveying residents to better understand their concerns about law enforcement’s use of surveillance
tools and address those concerns in public meetings, Town Halls, Neighborhood Watch sessions and
other local gatherings

Using social media platforms such as Nextdoor© to keep residents engaged and informed about
surveillance technologies and its uses in your community

Response: The Sheriff’s Office will not implement this recommendation because it views its current robust
efforts to obtain community input, e.g., as to ALPRs, as having been sufficient and intends to continue its
robust efforts if it ever begins using new technologies. The Sheriff’s Office recognizes that not all community
members utilize internet and social media, and will continue to seek opportunities at public meetings,
including neighborhood association meetings, neighborhood watch gatherings, and publicly noticed meetings
to share this information.

This recommendation will also not be implemented for law enforcement investigative tools and techniques
primarily used for complex criminal investigative purposes. It is not always appropriate or reasonable for law
enforcement agencies to publicly explain and expose certain critical investigative techniques or technology.
Checks and balances already exist through the legal system regarding the use of these techniques. Certain
specialized electronic tools are precisely aimed at members of criminal organizations, career criminals, and
those under investigation for violent crimes, with minimal to no impact to the law-abiding public.

Public discussion of law enforcement technologies and investigative techniques would be detrimental to
ongoing criminal investigations, compromise capabilities to protect communities, and allow individuals
involved in criminal activity to more easily avoid detection.

R3. Staff shall bring to the city or town council (in the case of a police department or police bureau) or
the Board of Supervisors (in the case of the Sheriff’s Office) a policy or ordinance for consideration at a
public meeting by December 31, 2017. Such ordinances or policies should require, at a minimum:

° Plans to acquire new surveillance technology be announced at public meetings and other
forums to ensure that the community is aware and engaged when new technology is under
consideration

® Any “use policies” related to surveillance technology be readily available and easy to access on
the city or County websites

o Oversight and accountability be supported by posting periodic reports on the effectiveness of
the surveillance tools used in the community



Response: Existing law can require that law enforcement agencies provide information to local governing
bodies when acquiring certain new technologies. Law enforcement agencies make policies that govern the use
of our basic police surveillance tools and technologies publicly available when they are public records.

But this recommendation will not otherwise be implemented because it is not warranted or reasonable. The
recommendation contains obstacles that would limit law enforcement’s ability to quickly adapt and evolve to
criminal activity.

Existing state law protects law enforcement agencies from having to disclose investigative,
intelligence and security records under the California Public Records Laws. Government Code 6254
(f) recognizes the need for confidentiality and protects law enforcement agencies from disclosing
investigative and tactical information that would compromise crime fighting capabilities. Existing
laws also prohibit the release of information derived from, or related to the security of our technology
systems specifically to ensure those upholding and protecting the public are not compromised.

It is also of note that, law enforcement agencies are already required to obtain court orders: under California
Penal Code 1546 — 1546.4 related to specified electronic communications; under Penal Code 629.50, for wire
and other specified electronic communications; and for electronic tracking devices under Penal Codes 1524
and 1534. Further disclosure of advanced investigative technology and techniques would limit law
enforcement’s ability to adapt and evolve to criminal activity and would compromise the safety and security
of residents of San Mateo County.

Sincerely,

Y- e

Carlos G. Bolanos
Sheriff




Town of Atherton

Office of the Mayor

91 Ashfield Road

Atherton, California 94027
Phone: (650) 752-0500

Fax: (650) 614-1212

September 21, 2017

Hon. Leland Davis, |11

Judge of the Superior Court

c/o Charlene Kresevich

Hall of Justice

400 County Center; 2" Floor
Redwood City, CA 94063-1655

RESPONSE TO GRAND JURY REPORT: “A DELICATE BALANCE: PRIVACY VS.
PROTECTION.”

Honorable Judge Davis —

Thank you for the opportunity to review and comment on the above referenced Grand Jury
Report filed on July 12, 2017. The Town of Atherton’s response to both the findings and
recommendations are listed below.

Response to Grand Jury Findings:

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt
policies related to any surveillance technology before such technology is acquired or
activated. The ordinance also requires agencies to issue annual reports explaining how the
technologies are used and what they discovered.

Response to F1: The Town agrees with this finding, relying on the Grand Jury’s representations
in their report.

F2. The County and cities in San Mateo County have not enacted any ordinances
governing their acquisition and use of surveillance technology, or the accessibility,
management, or retention of the information acquired.

Response to F2: The Town agrees with this finding, relying on the Grand Jury’s representations
in their report.

F3. The County and cities in San Mateo County do inform residents about the use of
some surveillance tools (Automated License Plate Readers and Body Worn Cameras) at
public forums and city council meetings:



» City or Town Council meeting or staff reports posted on website: Atherton,
Burlingame, Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica,
Redwood City, San Bruno, San Carlos, San Mateo, South San Francisco

* Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park,
Redwood City, San Carlos, Millbrae, Portola Valley, Ladera, and Emerald Hills.

 The City of Menlo Park mentioned also having used social media for this
purpose

Response to F3: The Town agrees with this finding, relying on the Grand Jury’s representations
in their report.

F4. With the exception of the Town of Atherton and the City of Burlingame, which
borrowed ALPR technology, the cities and the San Mateo County Sheriff’s Office have
complied with the law requiring ALPR users to *“conspicuously” post a link to the
ALPR usage and privacy policy on their websites.

Response to F4: The Town agrees with this finding, relying on the Grand Jury’s representations
in their report.

F5. With the exception of the City of San Mateo, the generic ALPR policies posted by
cities and the Sheriff’s Office do not provide specific information that helpful to
residents.

Response to F5: The Town of Atherton has yet to post its policy on the Town’s website until
ALPR has been implemented once the new patrol vehicle is equipped and placed in service.
The Town has no independent basis on which to agree or disagree with the Grand Jury’s finding
as to other jurisdictions’ policies.

Response to Grand Jury Recommendations:

R1. In addition to providing a conspicuous link to usage and privacy policies on operator
websites (as required by law for ALPRs), all law enforcement agencies in the County
should create an easily accessible and simply written information webpage by December
31, 2017, which lists the types of surveillance tools (such as ALPRs) and investigative tools
(such as ShotSpotter and body worn cameras) utilized by the agency. At a minimum, such
a webpage shall include these details about each tool:

* What is the use and purpose of the technology, such as assisting in ongoing

criminal investigations, locating missing children, or locating stolen vehicles

* Who is authorized to collect or access the data collected

* How the system is monitored to ensure that the data are secure

» Who owns the surveillance technology

* What measures were taken to ensure the accuracy of the data

* How long the data will be retained
Response to R1: This recommendation will be implemented in part. San Mateo County Law
Enforcement Agencies have already, by law, posted privacy policy information on their websites
as related to ALPRs. The Town of Atherton will expand its ALPR privacy and usage policy to
include additional electronic equipment where the release of such information does not
unnecessarily jeopardize public safety and criminal investigations, and will place that
information in a conspicuous location on its website by December 31, 2017.




R2. All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any proposed
addition of new surveillance technologies including, but not limited to:
» Survey residents to better understand their concerns about law enforcement’s
use of surveillance tools and address those concerns in public meetings, Town
Halls, Neighborhood Watch sessions and other local gatherings.
» Using social media platforms such as Nextdoor© to keep residents engaged and
informed about surveillance technologies and its uses in your community.
Response to R2: The Town of Atherton will implement this recommendation for tools used in
the conduct of basic police business such as Body Worn Cameras and ALPRs. Furthermore, the
Town of Atherton recognizes that not all community members utilize internet and social media,
and will seek opportunities at public meetings, including neighborhood association meetings,
neighborhood watch gatherings, and publicly noticed city meetings to share this information.

This recommendation cannot be fully implemented for certain law enforcement investigative
tools and techniques primarily used for complex criminal investigations without jeopardizing the
ability to gather evidence for the serious crimes in question. Therefore, the Town will not hold
public forums or conduct similar outreach on certain investigative techniques or technology
where doing so might compromise critical investigations. Checks and balances already exist
through the legal system, including various warrant requirements and Fourth Amendment
protections, regarding the use of these techniques. Certain specialized electronic tools are
precisely aimed at members of criminal organizations, career criminals, and those under
investigation for violent crimes, with minimal to no impact to the law-abiding public. The Town
does and will continue to take steps to ensure that the informational privacy of persons who are
not suspects or involved in such investigations will be respected.

All agencies in San Mateo County have signed a data and records sharing agreement with the
Northern California Regional Intelligence Center (NCRIC) that places data in a secure repository
located in a federal facility subject to federal and state statutes and policies addressing access,
storage, and disclosure.

R3. Staff shall bring to the city or town council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a policy or
ordinance for consideration at a public meeting by December 31, 2017. Such ordinances or
policies should require, at a minimum:

» Plans to acquire new surveillance technology be announced at public meetings
and other forums to ensure that the community is aware and engaged when
new technology is under consideration.

* Any “use policies” related to surveillance technology be readily available and
easy to access on the city or County websites.

* Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community.

Response to R3: Existing law requires that Law enforcement agencies provide information to
local governing bodies when acquiring certain new technologies. Law enforcement agencies
make policies that govern the use of our basic police surveillance tools and technologies publicly
available.




However, this recommendation will not be implemented in full because it creates obstacles that
could limit law enforcement’s ability to adapt and evolve to criminal activity and could
compromise the safety and security of residents. Law enforcement agencies may, under certain
circumstances, be unable to wait for regularly scheduled public meetings of their governing
bodies while in pursuit of criminals and crimes in progress.

Furthermore, existing protections for both personal information and investigatory activities are
adequate to address the Grand Jury’s concerns. Existing state law, in the form of Government
Code 6254(f), exempts investigative, intelligence, and security records from disclosure under the
California Public Records Laws. This exception to disclosure protects the integrity of
investigations and the criminal legal process, as well as allowing jurisdictions to withhold certain
information regarding individuals acquired as a result of an investigation. It is not absolute,
however, and the public retains adequate access to information about police activities to be able
to monitor a department’s overall approach.

Government Code 6254 (f) recognizes the need for discretion and protects law enforcement
agencies from disclosing investigative and tactical information that would compromise an
agency’s crime fighting capabilities. Existing laws also prohibit the release of information
derived from, or related to, the security of the agency’s technology systems specifically to ensure
those upholding and protecting the public are not compromised.

In addition to the guarantees of the Fourth Amendment, California law specifically protects
certain kinds of personal information. For example, under California Penal Code 1546 — 1546.4,
known as the Electronic Communications Privacy Act, law enforcement is required to obtain
court orders related to electronic communications intercept surveillance under Penal Code
629.50, pen register of trap and trace device under Penal Code 630, and for electronic tracking
devices court orders are required under Penal Codes 1524 and 1534.

In sum, the Town remains committed to an open and public process regarding law enforcement
techniques wherever it is feasible and will not compromise sensitive investigations into serious
criminal activity. In those contexts in which a full public discussion is not possible, the Town
nonetheless rigorously adheres to existing legal constraints to ensure that both public safety and
personal privacy are protected.

This response to the Grand Jury was considered by the City Council at a public meeting on
September 20, 2017. Should you have any questions concerning this response, please contact
City Manager George Rodericks at (650) 752-0504.

Respectfully, e,

Mayor



September 12, 2017

Judge Leland Davis I
Southern Court

400 County Center
Redwood City, CA 94063

Dear Judge Davis,

Thank you for the opportunity to respond to the Grand Jury report entitled “A Delicate Balance: Privacy
v. Protection.” The City of Belmont's required responses which were approved by the City Council on
this date are listed below:

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt policies
related to any surveillance technology before such technology is acquired or activated. The
ordinance also requires agencies to issue annual reports explaining how the technologies are used
and what they discovered.

Response:

The City of Belmont understands what is represented in the Grand Jury Report. The City is
not intimately familiar with local ordinances in other jurisdictions regarding surveillance
technology and does not have enough information to comment on this finding.

F2. The County and cities in San Mateo County have not enacted any ordinances governing their
acquisition and use of surveillance technology, or the accessibility, management, or retention of
the information acquired.

Response:

The City of Belmont agrees that it has not enacted any ordinances governing the
acquisition and use of surveillance technology, or the accessibility or management of the
information acquired. However, the City of Belmont has signed a records sharing and data
retention agreement for warehousing data with the Northern California Regional
Intelligence Center (NCRIC). This agreement ensures that data warehoused within the
NCRIC is subject to federal standards and guidelines for data retention and sharing that
are more stringent than state guidelines.



F3. The County and cities in San Mateo County do inform residents about the use of some
surveillance tools (Automated License Plate Readers and Body Worn Cameras) at public forums and
city council meetings:

e City or Town Council meeting or staff reports posted on website: Atherton, Burlingame, Daly
City, East Palo Alto, Hillsborough, Menlio Park, Pacifica, Redwood City, San Bruno, San Carlos, San
Mateo, South San Francisco

e Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood City, San
Carlos, Millbrae, Portola Valley, Ladera, and Emerald Hills.

e The City of Menlo Park mentioned also having used social media for this purpose.

Response:

The City of Belmont agrees that it informs residents about the use of surveillance tools at
public forums and city council meetings. The City is not intimately familiar with the
practices in other jurisdictions regarding surveillance technology.

F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and the San
Mateo County Sheriff’s Office have complied with the law requiring ALPR users to “conspicuously”
post a link to the ALPR usage and privacy policy on their websites.

Response:
The City of Belmont does not own ALPR equipment. The City is not intimately familiar
with the practices in other jurisdictions regarding surveillance technology.

F5. With the exception of the City of San Mateo, the generic ALPR policies posted by cities and the
Sheriff’'s Office do not provide specific information that helpful to residents.

Response:
The City of Belmont does not own ALPR equipment. The City is not intimately familiar
with the practices in other jurisdictions regarding surveillance technology.

Responses to Grand Jury Recommendations:

R1. In addition to providing a conspicuous link to usage and privacy policies on operator websites
(as required by law for ALPRs), all law enforcement agencies in the County should create an easily
accessible and simply written information webpage by December 31, 2017, which lists the types of
surveillance tools (such as ALPRs) and investigative tools (such as ShotSpotter and body worn
cameras) utilized by the agency. At a minimum, such a webpage shall include these details about
each tool:

e What is the use and purpose of the technology, such as assisting in ongoing criminal
investigations, locating missing children, or locating stolen vehicles?

e Who is authorized to collect or access the data collected?

e How the system is monitored to ensure that the data are secure?



e Who owns the surveillance technology?
e What measures were taken to ensure the accuracy of the data?
e How long the data will be retained.

Response:
This recommendation may be considered if the City of Belmont were to consider
obtaining surveillance technologies beyond Body Worn Cameras.

R2. All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any proposed addition
of new surveillance technologies including, but not limited to:

e Surveying residents to better understand their concerns about law enforcement’s use of
surveillance tools and address those concerns in public meetings, Town Halls, Neighborhood
Watch sessions and other local gatherings;

e Using social media platforms such as Nextdoor© to keep residents engaged and informed about
surveillance technologies and its uses in your community.

Response:

The City of Belmont has an active social media presence and this recommendation may be
considered if the Police Department were to consider obtaining surveillance technologies
beyond Body Worn Cameras.

However, this recommendation will not be implemented for investigative tools and
techniques primarily used for complex criminal investigative purposes. It is neither
appropriate nor reasonable for law enforcement agencies to publicly explain and expose
certain critical investigative techniques or technology in any type of public forum. Nor
would law enforcement agencies seek public input or conduct feedback surveys from the
public on the specialized tactics and techniques employed within the criminal justice
system designed to detect criminal activity. Checks and balances already exist through
the legal system regarding the use of these techniques. Certain specialized electronic tools
are precisely aimed at members of criminal organizations, career criminals, and those
under investigation for violent crimes, with minimal to no impact to the law-abiding
public.

Public discussion of law enforcement technologies and investigative techniques would be
detrimental to ongoing criminal investigations, compromise capabilities to protect
communities, and allow individuals involved in criminal activity to more easily avoid
detection.

All agencies in San Mateo County have signed a data and records sharing agreement with
the Northern California Regional Intelligence Center (NCRIC) that places data in a secure
repository located in a federal facility subject to federal and state statutes and policies
addressing access, storage, and disclosure.



R3. Staff shall bring to the City or Town Council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff's Office) a policy or ordinance for
consideration at a public meeting by December 31, 2017. Such ordinances or policies should
require, at a minimum;

e Plans to acquire new surveillance technology be announced at public meetings and other forums
to ensure that the community is aware and engaged when new technology is under
consideration.

e Any “use policies” related to surveillance technology be readily available and easy to access on
the city or County websites.

e Oversight and accountability be supported by posting periodic reports on the effectiveness of
the surveillance tools used in the community.

Response:

Existing law requires that Law enforcement agencies provide information to local
governing bodies when acquiring certain new technologies and the City of Belmont will
continue to comply with all laws.

However, this recommendation will not be implemented by the City of Belmont at this
point because it is not warranted or reasonable. The recommendation contains obstacles
that would limit law enforcement’s ability to adapt and evolve to criminal activity and
would compromise the safety and security of residents. Existing state law protects law
enforcement agencies from having to disclose investigative, intelligence and security
records under the California Public Records Laws.

Government Code 6254 (f) recognizes the need for discretion and protects law
enforcement agencies from disclosing investigative and tactical information that would
compromise crime fighting capabilities. Existing laws also prohibit the release of
information derived from, or related to the security of the City’s technology systems
specifically to ensure those protecting the public are not compromised.

Under California Penal Code 1546 — 1546.4, known as the Electronic Communications
Privacy Act, law enforcement is required to obtain court orders related to electronic
communications intercept surveillance under Penal Code 629.50, trap and trace device
under Penal Code 630, and for electronic tracking devices court orders are required under
Penal Codes 1524 and 1534.

Sincerely,

Daniel J. DeSmidt
Chief of Police



SRISBAN CITY OF BRISBANE

50 Park Place
Brisbane, California 94005-1310
(415) 508-2100

CALIFORNIA Fax (415) 467-4989
eptember 7, 2017

Honorable Leland Davis, II1

Judge of the Superior Court

c/o Charlene Kresevich

Hall of Justice 400 Old County Road, 2nd
Redwood City, CA 94063-1655

A DELICATE BALANCE: PRIVACY VS. PROTECTION

Dear Honorable Leland Davis, III:

This letter is in response to the 2016/2017 Grand Jury report of July 12, 2017, which contained
findings that pertain to the City of Brisbane. Listed below are the Jury’s findings and
recommendations followed by the City of Brisbane response. The Brisbane City Council reviewed
and approved the below recommendations at a public hearing on September 7, 2017. The City of
Brisbane responds to the Grand Jury’s findings, conclusions and recommendations as follows:

The San Mateo County 2016-2017 Grand Jury makes the following findings to the City Councils
of the cities of San Mateo County:

1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt policies
related to any surveillance technology before such technology is acquired or activated. The
ordinance also requires agencies to issue annual reports explaining how the technologies are
used and what they discovered.

RESPONSE: The City of Brisbane Agrees with the finding. We have no reason to disagree with the
information contained in the Grand Jury's report.

2. The County and cities in San Mateo County have not enacted any ordinances governing
their acquisition and use of surveillance technology, or the accessibility, management, or
retention of the information acquired.

RESPONSE: The City of Brisbane Agrees with the finding. We have no reason to disagree with the
information contained in the Grand Jury'’s report.

However, the City of Brisbane has signed a records sharing and data retention agreement for
warehousing data with the Northern California Regional Intelligence Center (NCRIC). This
agreement ensures that data warehoused within the NCRIC is subject to federal standards and
guidelines for data retention and sharing that are more stringent than state guidelines.

3. The County and cities in San Mateo County do inform residents about the use of some
surveillance tools (Automated License Plate Readers and Body Worn Cameras) at public
forums and city council meetings:

¢ City or Town Council meeting or staff reports posted on website: Atherton, Burlingame,
Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood City, San
Bruno, San Carlos, San Mateo, South San Francisco
¢ Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood City,
San Carlos, Sheriff’s Office o . .
Providing Quality Services



The City of Menlo Park mentioned also having used social media for this purpose.

RESPONSE: The City of Brishane Agrees with the finding. We have no reason to disagree with the
information contained in the Grand Jury's report.

4. With the exception of Burlingame, which borrowed ALPR technology, the cities and the San
Mateo County Sheriff’s Office have complied with the law requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites.

RESPONSE: The City of Brisbane Partially Agrees with the finding. Along with Burlingame, the City
of Brisbane has only borrowed ALPR technology and did so prior to the legisiation requiring the
posting of ALPR policies. As such we have not posted any information on our website regarding
ALPR. Other than that fact, we have no reason to disagree with the information contained in the
Grand Jury's report.

5. With the excepfion of the City of San Mateo, the generic ALPR policies posted by cities and
the Sheriff’s Office do not provide specific information that is helpful to residents.

RESPONSE: The City of Brisbane understands what is represented in the Grand Jury Report. The
City is not intimately familiar with the practices in other jurisdictions regarding surveillance
technology.

The San Mateo County 2015-2016 Grand Jury makes the following recommendations to the City
Councils of the cities of San Mateo County:

1. The Grand Jury recommends in addition to providing a conspicuous link to usage and
privacy policies on operator websites (as required by law for ALPRs), all law enforcement
agencies in the County should create an easily accessible and simply written information
webpage by December 31, 2017, which lists the types of surveillance tools (such as ALPRs)
and investigative tools (such as ShotSpotter and body worn cameras) utilized by the agency.
At a minimum, such a webpage shall include these details about each tool:

What is the use and purpose of the technology, such as assisting in ongoing criminal
investigations, locating missing children, or locating stolen vehicles

Who is authorized to collect or access the data collected

How the system is monitored to ensure that the data are secure

Who owns the surveillance technology

What measures were taken to ensure the accuracy of the data

How long the data will be retained

RESPONSE: This recommendation will be implemented in part. The City of Brisbane will post the
requested information for applicable surveillance tools where the release of such information does not
unnecessarily jeopardize public safety and criminal investigations, and will place that information in a
conspicuous location on its website by December 31, 2017.

2. All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any proposed
addition of new surveillance technologies including, but not limited to:

Surveying residents to better understand their concerns about law enforcement’s use of
surveillance tools and address those concerns in public meetings, Town Halls,
Neighborhood Watch sessions and other local gatherings.

Using social media platforms such as Nextdoor®© to keep residents engaged and informed
about surveillance technologies and its uses in your community.



RESPONSE: The City of Brisbane will implement this recommendation for tools used in the conduct
of basic police business such as Body Worn Cameras and ALPRs. Furthermore, the City of Brisbane
recognizes that not all community members utilize internet and social media, and will seek
opportunities at public meetings, including neighborhood association meetings, neighborhood watch
gatherings, and publicly noticed city meetings to share this information.

This recommendation cannot be fully implemented for certain law enforcement investigative tools and
techniques primarily used for complex criminal investigations without jeopardizing the ability to
gather evidence for the serious crimes in question. Therefore, the City will not hold public forums or
conduct similar outreach on certain investigative techniques or technology where doing so might
compromise critical investigations. Checks and balances already exist through the legal system,
including various warrant requirements and Fourth Amendment protections, regarding the use of
these techniques. Certain specialized electronic tools are precisely aimed at members of criminal
organizations, career criminals, and those under investigation for violent crimes, with minimal to no
impact to the law-abiding public. The City does and will continue to take steps to ensure that the
informational privacy of persons who are not suspects or involved in such investigations will be
respected.

All agencies in San Mateo County have signed a data and records sharing agreement with the
Northern California Regional Intelligence Center (NCRIC) that places data in a secure repository
located in a federal facility subject to federal and state statutes and policies addressing access,
storage, and disclosure.

3.  Staff shall bring to the city or town council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a policy or
ordinance for consideration at a public meeting by December 31, 2017. Such ordinances or
policies should require, at a minimum:

¢ Plans to acquire new surveillance technology be announced at public meetings and other
forums to ensure that the community is aware and engaged when new technology is
under consideration.

* Any “use policies” related to surveillance technology be readily available and easy to
access on the city or County websites.

* Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community.

RESPONSE: Existing law requires that Law enforcement agencies provide information to local
governing bodies when acquiring certain new technologies. Law enforcement agencies make policies
that govern the use of our basic police surveillance tools and technologies publicly available.

However, this recommendation will not be implemented in full because it creates obstacles that could
limit law enforcement s ability to adapt and evolve to criminal activity and could compromise the
safety and security of residents. Law enforcement agencies may, under certain circumstances, be
unable to wait for regularly scheduled public meetings of their governing bodies while in pursuit of
criminals and crimes in progress.

Furthermore, existing protections for both personal information and investigatory activities are
adequate to address the Grand Jury's concerns. Existing state law, in the form of Government Code
6254(f), exempts investigative, intelligence, and security records from disclosure under the California
Public Records Laws. This exception to disclosure protects the integrity of investigations and the
criminal legal process, as well as allowing jurisdictions to withhold certain information regarding
individuals acquired as a result of an investigation. It is not absolute, however, and the public retains



adequate access to information about police activities to be able to monitor a department’s overall
approach.

Government Code 6254 (f) recognizes the need for discretion and protects law enforcement agencies
Jfrom disclosing investigative and tactical information that would compromise an agency'’s crime
fighting capabilities. Existing laws also prohibit the release of information derived from, or related to,
the security of the agency’s technology systems specifically to ensure those upholding and protecting
the public are not compromised.

In addition to the guarantees of the Fourth Amendment, California law specifically protects certain
kinds of personal information. For example, under California Penal Code 1546 — 1546.4, known as
the Electronic Communications Privacy Act, law enforcement is required to obtain court orders
related to electronic communications intercept surveillance under Penal Code 629.50, pen register of
trap and trace device under Penal Code 630, and for electronic tracking devices court orders are
required under Penal Codes 1524 and 1534.

In sum, the City remains committed to an open and public process regarding law enforcement
technigues wherever it is feasible and will not compromise sensitive investigations into serious
criminal activity. In those contexts in which a full public discussion is not possible, the City
nonetheless rigorously adheres to existing legal constraints to ensure that both public safety and
personal privacy are protected.

On behalf of the City of Brisbane, I would like to thank the members of the Grand Jury for their
efforts.

Sincerely,

SAS Y,

Lori S. Liu
Mayor, City of Brisbane

CC:  San Mateo County Grand Jury
City Clerk



RICARDO ORTIZ, MAYOR
MICHAEL BROWNRIGG, VICE MAYOR
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EMILY BEACH www.burlingame.org

CITY HALL, 501 PRIMROSE ROAD
BURLINGAME, CALIFORNIA 94010-3997

September 18, 2017

Honorable Leland Davis, Il
Judge of the Superior Court
c/o Charlene Kresevich

Hall of Justice

400 County Center; 2"d Floor
Redwood City, CA 94063-1655

Subject; City of Burlingame Response to Grand Jury Report “A Delicate Balance: Privacy vs Protection”

Dear Judge Davis:

Thank you for the opportunity to review and comment on the above-referenced Grand Jury Report entitled, “A Delicate
Balance: Privacy vs Protection.” After reviewing the Grand Jury report and all available data pertaining to Burlingame, the
Burlingame City Council approved the City's responses to the findings and recommendations on September 18, 2017.

Responses to Grand Jury Findings:

F.

F2.

F3.

The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt policies related to any
surveillance technology before such technology is acquired or activated. The ordinance also requires
agencies to issue annual reports explaining how the technologies are used and what they discovered.

Response:
The City agrees with this finding, relying on the Grand Jury's representations in their report.

The County and cities in San Mateo County have not enacted any ordinances governing their acquisition
and use of surveillance technology, or the accessibility, management, or retention of the information
acquired.

Response:
The City agrees with this finding, relying on the Grand Jury's representations in their report.

The County and cities in San Mateo County do inform residents about the use of some surveillance tools
(Automated License Plate Readers and Body Worn Cameras) at public forums and city council meetings:

+  City or Town Council meeting or staff reports posted on website: Atherton, Burlingame, Daly City, East
Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood City, San Bruno, San Carlos, San Mateo, South
San Francisco
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F4.

F3.

*  Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood City, San Carlos,
Millbrae, Portola Valley, Ladera, and Emerald Hills.
+ The City of Menlo Park mentioned also having used social media for this purpose

Response:
The City agrees with this finding, relying on the Grand Jury's representations in their report.

With the exception of Burlingame, which borrowed ALPR technology, the cities and the San Mateo County
Sheriff's Office have complied with the law requiring ALPR users to “conspicuously” post a link to the
ALPR usage and privacy policy on their websites.

Response:
The City agrees with this finding, relying on the Grand Jury's representations in their report. The City website now
has a link to the Automated License Plate Reader usage and privacy policy.

With the exception of the City of San Mateo, the generic ALPR policies posted by cities and the Sheriff's
Office do not provide specific information that helpful to residents.

Response:

The City of Burlingame has no independent basis on which to agree or disagree with the Grand Jury's findings as
to other jurisdictions’ policies. The City of Burlingame believes that the policy posted on the Burlingame Police
Department web page is both specific and helpful to residents.

Responses to Grand Jury Recommendations:

R1.

R2.

In addition to providing a conspicuous link to usage and privacy policies on operator websites (as required
by law for ALPRs), all law enforcement agencies in the County should create an easily accessible and
simply written information webpage by December 31, 2017, which lists the types of surveillance tools (such
as ALPRs) and investigative tools (such as ShotSpotter and body worn cameras) utilized by the agency. At
a minimum, such a webpage shall include these details about each tool:

* What is the use and purpose of the technology, such as assisting in ongoing criminal investigations,
locating missing children, or locating stolen vehicles

Who is authorized to collect or access the data collected

How the system is monitored to ensure that the data are secure

Who owns the surveillance technology

What measures were taken to ensure the accuracy of the data

How long the data will be retained

Response:

This recommendation will be implemented in part. San Mateo County law enforcement agencies have already, by
law, posted privacy policy information on their websites as related to ALPRs. The City of Burlingame will expand its
ALPR privacy and usage policy to include additional electronic equipment where the release of such information
does not unnecessarily jeopardize public safety and criminal investigations, and will place that information in a
conspicuous location on its website by December 31, 2017.

All law enforcement agencies in the County shall increase the number and types of opportunities for

community members to voice support for or opposition to any proposed addition of new surveillance
technologies including, but not limited to:

Register online with the City of Burlingame to receive regular City updates at www.Burlingame.org
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R3.

+ Surveying residents to better understand their concerns about law enforcement’s use of surveillance
tools and address those concerns in public meetings, Town Halls, Neighborhood Watch sessions and
other local gatherings.

+ Using social media platforms such as Nextdoor© to keep residents engaged and informed about
surveillance technologies and its uses in your community.

Response:

The City of Burlingame will implement this recommendation for tools used in the conduct of basic police business
such as Body Worn Cameras and ALPRs. The City of Burlingame recognizes that not all community members
utilize internet and social media, and will seek opportunities at public meetings, including neighborhood association
meetings, neighborhood watch gatherings, and publicly noticed City meetings to share this information.

This recommendation cannot be fully implemented for certain law enforcement investigative tools and techniques
primarily used for complex criminal investigations without jeopardizing the ability to gather evidence for the serious
crimes in question. Therefore, the City will not hold public forums or conduct similar outreach on certain
investigative techniques or technology where doing so might compromise critical investigations. Checks and
balances already exist through the legal system, including various warrant requirements and Fourth Amendment
protections, regarding the use of these techniques. Certain specialized electronic tools are precisely aimed at
members of criminal organizations, career criminals, and those under investigation for violent crimes, with minimal
to no impact to the law-abiding public. The City does and will continue to take steps to ensure that the
informational privacy of persons who are not suspects or involved in such investigations will be protected.

All agencies in San Mateo County have signed a data and records sharing agreement with the Northern California
Regional Intelligence Center (NCRIC) that places data in a secure repository located in a federal facility subject to
federal and state statutes and policies addressing access, storage, and disclosure.

Staff shall bring to the city or town council (in the case of a police department or police bureau) or the
Board of Supervisors (in the case of the Sheriff's Office) a policy or ordinance for consideration at a public
meeting by December 31, 2017. Such ordinances or policies should require, at a minimum:

+ Plans to acquire new surveillance technology be announced at public meetings and other forums to
ensure that the community is aware and engaged when new technology is under consideration.

+ Any “use policies” related to surveillance technology be readily available and easy to access on the
city or County websites.

* Oversight and accountability be supported by posting periodic reports on the effectiveness of the
surveillance tools used in the community.

Response:

Existing law requires that law enforcement agencies provide information to local governing bodies when acquiring
certain new technologies. Law enforcement agencies make policies that govern the use of basic police surveillance
tools and technologies publicly available. Where possible, the decision to acquire and how to use new technologies
will be vetted through a public process.

However, this recommendation cannot be implemented in full because it creates obstacles that could limit law
enforcement’s ability to adapt and evolve to criminal activity and could compromise the safety and security of
residents. Law enforcement agencies may, under certain circumstances, be unable to wait for regularly scheduled
public meetings of their governing bodies while in pursuit of criminals and crimes in progress.

Register online with the City of Burlingame to receive regular City updates at www.Burlingame.org
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Furthermore, existing protections for both personal information and investigatory activities are adequate to address
the Grand Jury's concerns. Existing state law, in the form of Government Code 6254(f), exempts investigative,
intelligence, and security records from disclosure under the California Public Records Laws. This exception to
disclosure protects the integrity of investigations and the criminal legal process, as well as allowing jurisdictions to
withhold certain information regarding individuals acquired as a result of an investigation. It is not absolute,
however, and the public retains adequate access to information about police activities to be able to monitor a
department’s overall approach.

In addition to the guarantees of the Fourth Amendment, California law specifically protects certain kinds of personal
information. For example, under California Penal Code 1546 - 1546.4, known as the Electronic Communications
Privacy Act, law enforcement is required to obtain court orders related to electronic communications intercept
surveillance under Penal Code 629.50, pen register of trap and trace device under Penal Code 630, and for
electronic tracking devices court orders are required under Penal Codes 1524 and 1534,

In sum, the City remains committed to an open and public process regarding law enforcement techniques wherever
it is feasible and will not compromise sensitive investigations into serious criminal activity. In those contexts in
which a full public discussion is not possible, the City nonetheless rigorously adheres to existing legal restraints to
ensure that both public safety and personal privacy are protected.

Thank you for the opportunity to respond to this report.

Register online with the City of Burlingame to receive regular City updates at www.Burlingame.org
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TOWN OF COLMA

1198 El Camino Real ¢ Colma, California ¢ 94014-3212
Tel 650-997-8300 + Fax 650-997-8308

September 27, 2017

Honorable Leland Davis, III
Judge of the Superior Court
Hall of Justice

400 County Center, 8" Floor
Redwood City, CA 94063-1655

Re: Grand Jury Report: “A Delicate Balance: Privacy vs. Protection”

Dear Judge Davis, III:

The City Council received the San Mateo Civil Grand Jury report titled, “A Delicate
Balance: Privacy vs. Protection”

The Town was requested to submit comments in regards to the findings and
recommendations within 90 days and no later than October 10, 2017. The Town of
Colma’s response to both the findings and recommendations are listed below.

The report contains some findings and recommendations that do not necessarily pertain
to the Colma Police Department. The Colma Police Department has not purchased
ALPR’s or Body Worn Cameras.

The Grand Jury instructed each agency in San Mateo County to respond to findings 1-5
(F1-F5) and recommendations 1-3 (R1-R3).

For the “findings”, the Town was to indicate one of the following;
1. The respondent agrees with the finding.

2. The respondent disagrees wholly or partially with the finding, in which case the
response shall specify the portion of the finding that is disputed and shall include
an explanation of the reasons therefore.

Additionally, for each Grand Jury “recommendation”, the Town was requested to report
one of the following actions;

1. The recommendation has been implemented, with a summary regarding the
implemented action.

2. The recommendation has not yet been implemented, but will be implemented in
the future, with a time frame for implementation.

3. The recommendation requires further analysis, with an explanation and the
scope and parameters of an analysis or study, and a time frame for the matter to



be prepared for discussion by the officer or director of the agency or department being
investigated or reviewed, including the governing body of the public agency when
applicable. This time frame shall not exceed six months from the date of publication of
the Grand Jury report.

4. The recommendation requires further analysis, with an explanation and the scope and
parameters of an analysis or study, and a time frame for the matter to be prepared for
discussion by the officer or director of the agency or department being investigated or
reviewed, including the governing body of the public agency when applicable. This time
frame shall not exceed six months from the date of publication of the Grand Jury report.

5. The recommendation will not be implemented because it is not warranted or reasonable,
with an explanation therefore.

The following are responses to findings 1-5;

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt
policies related to any surveillance technology before such technology is acquired or activated.
The ordinance also requires agencies to issue annual reports explaining how the technologies
are used and what they discovered.

Town Response:

The Town agrees with this finding, relying on the Grand Jury’s representations in their report.
The Town is not intimately familiar with local ordinances in other jurisdictions regarding
surveillance technology and does not have enough information to comment on this finding.

F2. The County and cities in San Mateo County have not enacted any ordinances governing
their acquisition and use of surveillance technology, or the accessibility, management, or
retention of the information acquired.

Town Response:
The Town agrees with this finding, relying on the Grand Jury’s representations in their report.

F3. The County and cities in San Mateo County do inform residents about the use of some
surveillance tools (Automated License Plate Readers and Body Worn Cameras) at public
forums and city council meetings:

¢ City or Town Council meeting or staff reports posted on website: Atherton,
Burlingame, Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood
City, San Bruno, San Carlos, San Mateo, South San Francisco

* Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood
City, San Carlos, Millbrae, Portola Valley, Ladera, and Emerald Hills.

e The City of Menlo Park mentioned also having used social media for
this purpose.
Town Response:

The Town of Colma agrees that it informs residents about the use of surveillance tools at public
forums and city council meetings. The Town is not intimately familiar with the practices in other
jurisdictions regarding surveillance technology.




F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and
the San Mateo County Sheriff’s Office have complied with the law requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites.

Town Response:

The Town of Colma agrees that it complies with the law requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites. The Town of
Colma has posted a link to its webpage in the event the Police Department borrows an ALPR for
investigative purposes. The Town is not intimately familiar with the practices in other
jurisdictions regarding surveillance technology.

F5. With the exception of the City of San Mateo, the generic ALPR policies posted by
cities and the Sheriff's Office do not provide specific information that is helpful to
residents. '

Town Response:

The Town of Colma does not agree with this finding and believes that the policy posted on the
Police Department web page is both specific and helpful to residents. The Town is not
intimately familiar with the practices in other jurisdictions regarding surveillance technology.

The following are responses to recommendations 1-3;

R1. In addition to providing a conspicuous link to usage and privacy policies on operator
websites (as required by law for ALPR's), all law enforcement agencies in the County should
create an easily accessible and simply written information webpage by December 31, 2017,
which lists the types of surveillance tools (such as ALPR’s) and investigative tools (such as
ShotSpotter and body worn cameras) utilized by the agency. At a minimum, such a webpage
shall include these details about each tool.

e What is the use and purpose of the technology, such as assisting in ongoing criminal
investigation, locating missing children, or locating stolen vehicles

e Who is authorized to collect or access the data collected
e How the system is monitored to ensure that data is secure
¢ Who owns the surveillance technology
o What measures were taken to ensure the accuracy of the data
e How long the data will be retained
Town Response:

This recommendation will be implemented in part. San Mateo County Law Enforcement
Agencies have already, by law, posted privacy policy information on their websites as related to
ALPRs. The Town of Colma will expand its ALPR privacy and usage policy to include additional
electronic equipment, if purchased, where the release of such information does not
unnecessarily jeopardize public safety and criminal investigations, and will place that
information in a conspicuous location on its website by December 31, 2017.

R2. All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any proposed
addition of new surveillance technologies including, but not limited to:




e Surveying residents to better understand their concerns about law enforcement’s use of
surveillance tools and address those concerns in public meetings, Town Halls,
Neighborhood Watch sessions and other local gatherings.

e Using social media platforms such as Nextdoor to keep residents engaged and informed
about surveillance technologies and its uses in your community.

Town Response:

The Town of Colma will implement this recommendation for tools used to conduct basic police
business such as Body Worn Cameras and ALPRs. Furthermore, the Town of Colma recognizes
that not all community members utilize internet and social media, and will seek opportunities at
public meetings, including neighborhood association meetings, neighborhood watch gatherings,
and publicly noticed city meetings to share this information.

This recommendation cannot be fully implemented for certain law enforcement investigative
tools and techniques primarily used for complex criminal investigations without jeopardizing the
ability to gather evidence for the serious crimes in question. Therefore, the Town will not hold
public forums or conduct similar outreach on certain investigative techniques or technology
where doing so might compromise critical investigations. Checks and balances already exist
through the legal system, including various warrant requirements and Fourth Amendment
protections, regarding the use of these techniques. Certain specialized electronic tools are
precisely aimed at members of criminal organizations, career criminals, and those under
investigation for violent crimes, with minimal to no impact to the law-abiding public. The Town
does, and will continue, to take steps to ensure that the informational privacy of persons who
are not suspects or involved in such investigations will be respected.

All agencies in San Mateo County have signed a data and records sharing agreement with the
Northern California Regional Intelligence Center (NCRIC) that places data in a secure repository
located in a federal facility subject to federal and state statutes and policies addressing access,
storage, and disclosure.

R3. Staff shall bring to their city or town council (in case of a police department or police
bureau) or the Board of Supervisors (in case of the Sheriff's Office) a policy or ordinance for
consideration at a public meeting by December 31, 2017. Such ordinances or policies should
require, at @ minimum:

» Plans to acquire new surveillance technology be announced at public meetings and other
forums to ensure that the community is aware and engaged when new technology is
under consideration.

e Any “use policies” related to surveillance technology be readily and easy to access on
the city or County websites.

o Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community.

Town Response:

Existing law requires that Law enforcement agencies provide information to local governing
bodies when acquiring certain new technologies. Law enforcement agencies make policies that
govern the use of our basic police surveillance tools and technologies that are publicly
available.




However, this recommendation will not be implemented, in full, because it creates obstacles
that could limit law enforcement’s ability to adapt and evolve to criminal activity and could
compromise the safety and security of residents. Law enforcement agencies may, under certain
circumstances, be unable to wait for regularly scheduled public meetings of their governing
bodies while in pursuit of criminals and crimes in progress.

Furthermore, existing protections for both personal information and investigatory activities are
adequate to address the Grand Jury’s concerns. Existing state law, in the form of Government
Code 6254(f), exempts investigative, intelligence, and security records from disclosure under
the California Public Records Laws. This exception to disclosure protects the integrity of
investigations and the criminal legal process, as well as allowing jurisdictions to withhold certain
information regarding individuals acquired as a result of an investigation.

Government Code 6254 (f) recognizes the need for discretion and protects law enforcement
agencies from disclosing investigative and tactical information that would compromise an
agency’s crime fighting capabilities. Existing laws also prohibit the release of information
derived from, or related to, the security of the agency’s technology systems specifically to
ensure those upholding and protecting the public are not compromised.

In addition to the guarantees of the Fourth Amendment, California law specifically protects
certain kinds of personal information. For example, under California Penal Code 1546 — 1546.4,
known as the Electronic Communications Privacy Act, law enforcement is required to obtain
court orders related to electronic communications intercept surveillance under Penal Code
629.50, pen register of trap and trace device under Penal Code 630, and for electronic tracking
devices, court orders are required under Penal Codes 1524 and 1534.

In sum, the Town remains committed to an open and public process regarding law enforcement
techniques wherever it is feasible and will not compromise sensitive investigations into serious
criminal activity. In those circumstances in which a full public discussion is not possible, the
Town nonetheless rigorously adheres to existing legal constraints to ensure that both public
safety and personal privacy are protected.

This response to the Grand Jury was approved at a public meeting on September 13, 2017.

Sincerely,

/'\/i o) [ o | Cett

Helen Fisicaro
Mayor
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333-90TH STREET

DALY CITY, CA 924015-1895
PHONE: (650) 99 | -8000

September 12, 2017

Honorable Leland Davis, 111
Judge of the Superior Court

c/o Charlene Kresevich

Hall of Justice

400 County Center, 2™ floor
Redwood City, CA 94063-1655

Re: A Delicate Balance: Privacy vs. Protection
Dear Judge Davis,

We are in receipt of the Grand Jury’s final report “A Delicate Balance: Privacy vs. Protection.”
Pursuant to your request for response, the Daly City, City Council held a public meeting on
September 11, 2017 and approved this response. The City of Daly City responds to the Grand
Jury’s findings, conclusions and recommendations as follows:

Findings:

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt policies
related to any surveillance technology before such technology is acquired or activated. The
ordinance also requires agencies to issue annual reports explaining how the technologies are used
and what they discovered.

Response: The City neither agrees nor disagrees with this finding. The City is not intimately
familiar with local ordinances in other jurisdictions regarding surveillance technology and does
not have enough information to comment on this finding.

F2. The County and cities in San Mateo County have not enacted any ordinances governing
their acquisition and use of surveillance technology, or the accessibility, management, or
retention of the information acquired.

Response: The City agrees it has not enacted any ordinances governing the acquisition and use
of surveillance technology, or the accessibility or management of the information acquired.
However, the City has signed a records sharing and data retention agreement for warehousing
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data with the Northern California Regional Intelligence Center (NCRIC). This agreement ensures
that data warehoused within the NCRIC is subject to federal standards and guidelines for data
retention and sharing that are more stringent than state guidelines.

F3. The County and cities in San Mateo County do inform residents about the use of some
surveillance tools (Automated License Plate Readers and Body Worn Cameras) at public
forums and city council meetings:

+ City or Town Council meeting or staff reports posted on website: Atherton,
Burlingame, Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica,
Redwood City, San Bruno, San Carlos, San Mateo, South San Francisco

» Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood
City, San Carlos, Millbrae, Portola Valley, Ladera, and Emerald Hills.

+ The City of Menlo Park mentioned also having used social media for this
purpose.

Response: The City agrees that it informs residents about the use of surveillance tools in staff
reports. The City is not intimately familiar with the practices in other jurisdictions regarding
surveillance technology.

F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and
the San Mateo County Sheriff’s Office have complied with the law requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites.

Response: The City agrees that it complies with the law requiring ALPR usets to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites. The City is
not intimately familiar with the practices in other jurisdictions regarding surveillance technology.

F5. With the exception of the City of San Mateo, the generic ALPR policies posted by
cities and the Sheriff’s Office do not provide specific information that is helpful to residents,

Response: The City disagrees with this finding and believes that the ALPR links provided on
the Police Department web page are both specific and helpful to residents. The City is not
intimately familiar with the practices in other jurisdictions regarding surveillance technology.
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Recommendations:

R1. In addition to providing a conspicuous link to usage and privacy policies on operator
websites (as required by law for ALPRs), all law enforcement agencies in the County should
create an easily accessible and simply written information webpage by December 31, 2017,
which lists the types of surveillance tools (such as ALPRs) and investigative tools (such as
ShotSpotter and body worn cameras) utilized by the agency. At a minimum, such a webpage
shall include these details about each tool:

e  What is the use and purpose of the technology, such as assisting in ongoing criminal
investigations, locating missing children, or locating stolen vehicles

Who is authorized to collect or access the data collected

How the system is monitored to ensure that the data are secure

Who owns the surveillance technology

What measures were taken to ensure the accuracy of the data

How long the data will be retained

* & & & o

Response: This recommendation will be implemented in part. San Mateo County Law
Enforcement Agencies have already, by law, posted privacy policy information on their
websites as related to ALPRs. The City will expand its ALPR privacy and usage policy to
include additional electronic equipment where the release of such information does not
unnecessarily jeopardize public safety and criminal investigations, and will place that
information in a conspicuous location on its website by December 31, 2017.

R2. All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any proposed
addition of new surveillance technologies including, but not limited to:

. Surveying residents to better understand their concerns about law enforcement’s use of
surveillance tools and address those concerns in public meetings, Town Halls,
Neighborhood Watch sessions and other local gatherings.

e  Using social media platforms such as Nextdoor®© to keep residents engaged and informed
about surveillance technologies and its uses in your community,

Response: The City believes this request to be reasonable for tools used in the conduct of
basic police business such as Body Worn Cameras and ALPRs. Furthermore, the City
recognizes that not all community members utilize internet and social media, and will seek
opportunities at public meetings, including neighborhood association meetings,
neighborhood watch gatherings, and publicly noticed city meetings to share this
information.

However, this recommendation will not be implemented for law enforcement investigative
tools and techniques primarily used for complex criminal investigative purposes. 1t is
neither appropriate nor reasonable for law enforcement agencies to publicly explain and
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R3.

expose certain critical investigative techniques or technology in any type of public forum.
Nor would law enforcement agencies seek public input or conduct feedback surveys from
the public on the specialized tactics and techniques employed within the criminal justice
system designed to detect criminal activity, Checks and balances already exist through the
legal system regarding the use of these techniques. Certain specialized electronic tools are
precisely aimed at members of criminal organizations, career criminals, and those under
investigation for violent crimes, with minimal to no impact to the law-abiding public.

Public discussion of law enforcement technologies and investigative techniques would be
detrimental to ongoing criminal investigations, compromise capabilities to protect
communities, and allow individuals involved in criminal activity to more easily avoid
detection.

All agencies in San Mateo County have signed a data and records sharing agreement with
the Northern California Regional Intelligence Center (NCRIC) that places data in a secure
repository located in a federal facility subject to federal and state statutes and policies
addressing access, storage, and disclosure.

Staff shall bring to the city or town council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a policy or
ordinance for consideration at a public meeting by December 31, 2017. Such ordinances or
policies should require, at a minimum:

Plans to acquire new surveillance technology be announced at public meetings and other
forums to ensure that the community is aware and engaged when new technology is
under consideration.

Any “use policies” related to surveillance technology be readily available and easy to
access on the city or County websites.

Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community,

Response: Existing law requires that law enforcement agencies provide information to
local governing bodies when acquiring certain new technologics. Law enforcement agencies
make policies that govern the use of our basic police surveillance tools and technologies
publicly available.

This recommendation will not be implemented because it is not warranted or reasonable.
The recommendation contains obstacles that would limit law enforcement’s ability to adapt
and evolve to criminal activity and would compromise the safety and security of residents.
Law enforcement agencies are unable to wait for regularly scheduled public meetings of
their governing bodies while in pursuit of criminals and crimes in progress. Existing state
law protects law enforcement agencies from having to disclose investigative, mtelhgence
and security records under the California Public Records Laws.
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Government Code 6254 (f) recognizes the need for discretion and protects law enforcement
agencies from disclosing investigative and tactical information that would compromise our crime
fighting capabilities. Existing laws also prohibit the release of information derived from, or
related to the security of our technology systems specifically to ensure those upholding and
protecting the public are not compromised.

Under California Penal Code 1546 — 1546.4, known as the Electronic Communications Privacy
Act, law enforcement is required to obtain court orders related to electronic communications
intercept surveillance under Penal Code 629.50, pen register of trap and trace device under Penal
Code 630, and for electronic tracking devices court orders are required under Penal Codes 1524
and 1534.

The City of Daly City appreciates the opportunity to provide written responses to the San Mateo
County Civil Grand Jury Report “A Delicate Balance: Privacy vs. Protection.”

Should the Grand Jury require any additional information, please contact me directly at
650-991-8127.

Sincerely,

Patricia E. Martel
City Manager

cc: City Council
Annette Hipona, City Clerk
Rose Zimmerman, City Attorney
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October 4, 2017

Hon. Leland Davis, Il
Judge of the Superior Court
c/o Charlene Kresevech

Hall of Justice
400 County Center; 2nd Floor
Redwood City, CA 94063-1655
Email: ckresevich@sanmateocourt.org

RESPONSE TO GRAND JURY REPORT: “A DELICATE BALANCE:
PRIVACY VS. PROTECTION.”

Honorable Judge Davis,

| appreciate the opportunity to review and comment on the five findings and three
recommendations referenced in the Grand Jury Report filed on July 12, 2017. The City of East
Palo Alto’s response to the findings and recommendations are listed below.

Response to Grand Jury Findings:

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt
policies related to any surveillance technology before such technology is acquired or
activated. The ordinance also requires agencies to issue annual reports explaining how the
technologies are used and what they discovered.

Response to F1: The respondent disagrees wholly or partially with the finding. The respondent
cannot speak for the operational activities of the County of Santa Clara.

F2. The County and cities in San Mateo County have not enacted any ordinances governing
their acquisition and use of surveillance technology, or the accessibility, management, or
retention of the information acquired.

Response to F2: The respondent agrees with the finding, with respect to the City of East Palo
Alto. The respondent cannot speak for the operational activities of other agencies in the
County.

2415 University Ave. Phone: (650) 853-3100 www.cityofepa.org
East Palo Alto, CA 94303 Fax: (650) 853-3115 Imoody@cityofepa.org
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F3. The County and cities in San Mateo County do inform residents about the use of some
surveillance tools (Automated License Plate Readers and Body Worn Cameras) at public
forums and city council meetings:

e City or Town Council meeting or staff reports posted on website: Atherton,
Burlingame, Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica,
Redwood City, San Bruno, San Carlos, San Mateo, South San Francisco

e Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood
City, San Carlos, Sheriff’s Office

e The City of Menlo Park mentioned also having used social media for this purpose.

Response to F3: The respondent agrees with the finding, with respect to the City of East Palo
Alto. The respondent cannot speak for the operational activities of other agencies in the County.

F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and
the San Mateo County Sheriff’s Office have complied with the law requiring ALPR users
to “conspicuously” post a link to the ALPR usage and privacy policy on their websites.”

Response to F4: The respondent disagrees, wholly or partially with the finding. The respondent
cannot speak for the operational activities of other agencies in the County. With respect to
respondent, it will post an applicable privacy policy by December 31, 2017.

F5. With the exception of the City of San Mateo, the generic ALPR policies posted by cities
and the Sheriff’s Office do not provide specific information that helpful to residents.

Response to F5: The respondent disagrees wholly or partially with the finding. The respondent
cannot speak for the operational activities of other agencies in the County.

Response to Grand Jury recommendations:

Recommendation 1 (R1): In addition to providing a conspicuous link to usage and privacy
policies on operator websites (as required by laws for ALPRs), all law enforcement agencies in
the County should create an easily accessible and simply written information webpage by
December 31, 2017, which lists the types of surveillance tools (such as ALPRS) and investigative
tools (such as ShotSpotter and body worn cameras) utilized by the agency. At a minimum, such
a webpage shall include these details about each tool:

-What is the use and purpose of the technology, such as assisting in ongoing criminal
investigations, locating missing children, or locating stolen vehicles

2415 University Ave. Phone: (650) 853-3100 www.cityofepa.org
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-Who is authorized to collect or access the data collected

-How the system is monitored to ensure that the data are secure
-Who owns the surveillance technology

-What measures were taken to ensure the accuracy of the data
-How long the data will be retained.

Response to R1: This recommendation will be implemented in part. The City of East Palo Alto
will provide a link to its privacy and usage policy on its website including information regarding
electronic equipment, where the release of such information does not jeopardize public safety
and criminal investigations. The information will be placed in a conspicuous location on its
website by December 31, 2017.

Recommendation 2 (R2): All law enforcement agencies in the County shall increase the
number and types of opportunities for community members to voice support for or opposition to
any proposed addition of new surveillance technologies including, but not limited to:

e Survey residents to better understand their concerns about law enforcement’s use of
surveillance tools and address those concerns in public meetings, Town Halls,
Neighborhood Watch sessions and other local gatherings.

e Using social media platforms such as Nextdoor to keep residents engaged and informed
about surveillance technologies and its uses in your community.

Response to R2: The City of East Palo Alto will implement this recommendation for tools used
in the conduct of basic police business such as Body Worn Cameras and ALPRs. Furthermore,
the City of East Palo Alto recognizes that not all community members utilize internet and social
media, and will seek opportunities at public meetings, including neighborhood association
meetings, neighborhood watch gatherings, and publicly noticed city meetings to share this
information.

However, this recommendation cannot be fully implemented for certain law enforcement
investigative tools and techniques primarily used for complex criminal investigations without
jeopardizing the ability to gather evidence for the serious crimes in question. Therefore, the City
will not hold public forums or conduct similar outreach on certain investigative techniques or
technology where doing so might compromise critical investigations. Checks and balances
already exist through the legal system, including various warrant requirements and Fourth
Amendment protections, regarding the use of these techniques. Certain specialized electronic
tools are precisely aimed at members of criminal organizations, career criminals, and those under
investigation for serious or violent crimes, with minimal to no impact to the law-abiding public.

2415 University Ave. Phone: (650) 853-3100 www.cityofepa.org
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The City does and will continue to take steps to ensure that the informational privacy of persons
who are not suspects or involved in such investigations will be respected.

All agencies in San Mateo County have signed a data and records sharing agreement with the
Northern California Regional Intelligence Center (NCRIC) that places data in a secure repository
located in a federal facility subject to federal and state statutes and policies addressing access,
storage, and disclosure.

Recommendation 3 (R3): Staff shall bring to the city or town council (in the case of a police
department or police bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a
policy or ordinance for consideration at a public meeting by December 31, 2017. Such
ordinances or policies should require, at a minimum:

-Plans to acquire new surveillance technology be announced at public meetings and other forums
to ensure that the community is aware and engaged when new technology is under consideration.

e Any “use policies” related to surveillance technology be readily available and easy to
access on the city or County websites.

e Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community.

Response to R3: Existing law requires that Law enforcement agencies provide information to
local governing bodies when acquiring certain new technologies. Law enforcement agencies
make policies that govern the use of our basic police surveillance tools and technologies publicly
available.

However, this recommendation cannot be fully implemented because it creates obstacles that
could limit law enforcement’s ability to adapt and evolve to criminal activity and could
compromise the safety and security of residents. Law enforcement agencies may, under certain
circumstances, be unable to wait for regularly scheduled public meetings of their governing
bodies while in pursuit of criminals and crimes in progress.

Furthermore, existing protections for both personal information and investigatory activities are
adequate to address the Grand Jury’s’ concerns. Existing State law, in the form of Government
Code 6254(f), exempts investigative, intelligence, and security records from disclosure under the
California Public Records Laws. This exception to disclosure protects the integrity of
investigations and the criminal legal process, as well as allowing jurisdictions to withhold certain
information regarding individuals acquired as a result of an investigation. It is not absolute,
however, and the public retains adequate access to information about police activities to be able
to monitor a department’s overall approach.

Government Code 6254 (f) recognizes the need for discretion and protects law enforcement
agencies from disclosing investigative and tactical information that would compromise an
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agency’s crime fighting capabilities. Existing laws also prohibits the release of information
derived from, or related to, the security of the agency’s technology systems specifically to ensure
those upholding and protecting the public are not compromised.

In addition to the guarantees of the Fourth Amendment, California law specifically protects
certain kinds of personal information. For example, under California Penal Code 1546-1546.4,
known as the Electronic Communications Privacy Act, law enforcement is required to obtain
court orders related to electronic communication intercept surveillance under Penal Code 629.50,
pen register or trap and trace device under Penal Code 630, and for electronic tracking devices
court orders are required under Penal Codes 1524 and 1534.

In sum, the City remains committed to an open and public process regarding law enforcement
techniques wherever it is feasible and will not compromise sensitive investigations into serious
criminal activity. In those contexts in which a full public discussion is not possible, the City
nonetheless rigorously adheres to existing legal constraints to ensure that both public safety and
personal privacy are protected.

Sincerely,

—_— 2/«
Larry J. Moody

Mayor
City of East Palo Alto
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ESTERO MUNICIPAL IMPROVEMENT DISTRICT

610 FOSTER CITY BOULEVARD
FOSTER CITY, CA 94404-2222

October 2, 2017

Hon. Leland Davis, 111

Judge of the Superior Court

c/o Charlene Kresevich

Hall of Justice

400 County Center; 2" Floor
Redwood City, CA 94063-1655

RE: Response of the City of Foster City to the Grand Jury Report “A Delicate Balance: Privacy
v. Protection.”

Honorable Judge Davis:

Thank you for the opportunity to review and comment on the above referenced Grand Jury Report filed
on July 12, 2017. The City of Foster City’s response to both the findings and recommendations are
listed below.

Responses to Grand Jury Findings:

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt
policies related to any surveillance technology before such technology is acquired or
activated. The ordinance also requires agencies to issue annual reports explaining how the
technologies are used and what they discovered.

Response to I'1:
The City agrees with this finding, relying on the Grand Jury’s representations in their report.

F2. The County and cities in San Mateo County have not enacted any ordinances
governing their acquisition and use of surveillance technology, or the accessibility,
management, or retention of the information acquired.

Response to 2:
The City agrees with this finding, relying on the Grand Jury’s representations in their report.

F3. The County and cities in San Mateo County do inform residents about the use of some
surveillance tools (Automated License Plate Readers and Body Worn Cameras) at public
forums and city council meetings:



e City or Town Council meeting or staff reports posted on website: Atherton,
Burlingame, Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica,
Redwood City, San Bruno, San Carlos, San Mateo, South San Francisco

¢ Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park,
Redwood City, San Carles, Millbrae, Portola Valley, Ladera, and Emerald Hills.

e The City of Menlo Park mentioned also having used social media for this
purpose.

Response to F3:
The City agrees with this finding, relying on the Grand Jury’s representations in their report.

F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and
the San Mateo County Sheriff’s Office have complied with the law requiring ALPR
users to “conspicuously” post a link to the ALPR usage and privacy policy on their
websites.

Response to F4:
Although the City of Foster City does not own or operate any ALPR devices, the City agrees

with this finding, relying on the Grand Jury’s representations in their report.

FS. With the exception of the City of San Mateo, the generic ALPR policies posted by
cities and the Sheriff’s Office do not provide specific information that helpful to
residents.

Response to F5:
The City of Foster City does not own or operate ALPR devices nor does the City intend to

purchase this technology anytime in the near future.
Responses to Grand Jury Recommendations:

R1. In addition to providing a conspicuous link to usage and privacy policies on operator
websites (as required by law for ALPRs), all law enforcement agencies in the County
should create an easily accessible and simply written information webpage by
December 31, 2017, which lists the types of surveillance tools (such as ALPRs) and
investigative tools (such as ShotSpotter and body worn cameras) utilized by the
agency. At a minimum, such a webpage shall include these details about each tool:

e What is the use and purpose of the technology, such as assisting in ongoing
criminal investigations, locating missing children, or locating stolen vehicles
Who is authorized to collect or access the data collected

How the system is monitored to ensure that the data are secure

Who owns the surveillance technology

What measures were taken to ensure the accuracy of the data

How long the data will be retained



Response to R1: This recommendation will be implemented in part. The City of Foster City will
provide a privacy and usage policy to include electronic equipment where the release of such
information does not unnecessarily jeopardize public safety and criminal investigations, and will
place that information in a conspicuous location on its website by December 31, 2017.

R2. All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any
proposed addition of new surveillance technologies including, but not limited to:

e Surveying residents to better understand their concerns about law enforcement’s
use of surveillance tools and address those concerns in public meetings, Town
Halls, Neighborhood Watch sessions and other local gatherings.

e Using social media platforms such as Nextdoor© to keep residents engaged and
informed about surveillance technologies and its uses in your community.

Response to R2: The City of Foster City will implement this recommendation for tools used in
the conduct of basic police business such as Body Worn Cameras and ALPRs. Furthermore, the
City of Foster City recognizes that not all community members utilize internet and social media,
and will seek opportunities at public meetings, including neighborhood association meetings,
neighborhood watch gatherings, and publicly noticed city meetings to share this information.

This recommendation cannot be fully implemented for certain law enforcement investigative
tools and techniques primarily used for complex criminal investigations without jeopardizing the
ability to gather evidence for the serious crimes in question. Therefore, the City will not hold
public forums or conduct similar outreach on certain investigative techniques or technology
where doing so might compromise critical investigations. Checks and balances already exist
through the legal system, including various warrant requirements and Fourth Amendment
protections, regarding the use of these techniques. Certain specialized electronic tools are
precisely aimed at members of criminal organizations, career criminals, and those under
investigation for violent crimes, with minimal to no impact to the law-abiding public. The City
does and will continue to take steps to ensure that the informational privacy of persons who are
not suspects or involved in such investigations will be respected.

All agencies in San Mateo County have signed a data and records sharing agreement with the
Northern California Regional Intelligence Center (NCRIC) that places data in a secure repository
located in a federal facility subject to federal and state statutes and policies addressing access,
storage, and disclosure.

R3. Staff shall bring to the city or town council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a policy or
ordinance for consideration at a public meeting by December 31, 2017. Such
ordinances or policies should require, at a minimum:

e Plans to acquire new surveillance technology be announced at public meetings and
other forums to ensure that the community is aware and engaged when new
technology is under consideration.



e Any “use policies” related to surveillance technology be readily available and easy to
access on the city or County websites.

e Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community.

Response to R3: Existing law requires that Law enforcement agencies provide information to
local governing bodies when acquiring certain new technologies. Law enforcement agencies
make policies that govern the use of our basic police surveillance tools and technologies publicly
available.

However, this recommendation will not be implemented in full because it creates obstacles that
could limit law enforcement’s ability to adapt and evolve to criminal activity and could
compromise the safety and security of residents. Law enforcement agencies may, under certain
circumstances, be unable to wait for regularly scheduled public meetings of their governing
bodies while in pursuit of criminals and crimes in progress.

Furthermore, existing protections for both personal information and investigatory activities are
adequate to address the Grand Jury’s concerns. Existing state law, in the form of Government
Code 6254(f), exempts investigative, intelligence, and security records from disclosure under the
California Public Records Laws. This exception to disclosure protects the integrity of
investigations and the criminal legal process, as well as allowing jurisdictions to withhold certain
information regarding individuals acquired as a result of an investigation. It is not absolute,
however, and the public retains adequate access to information about police activities to be able
to monitor a department’s overall approach.

Government Code 6254 (f) recognizes the need for discretion and protects law enforcement
agencies from disclosing investigative and tactical information that would compromise an
agency’s crime fighting capabilities. Existing laws also prohibit the release of information
derived from, or related to, the security of the agency’s technology systems specifically to ensure
those upholding and protecting the public are not compromised.

In addition to the guarantees of the Fourth Amendment, California law specifically protects
certain kinds of personal information. For example, under California Penal Code 1546 — 1546.4,
known as the Electronic Communications Privacy Act, law enforcement is required to obtain
court orders related to electronic communications intercept surveillance under Penal Code
629.50, pen register of trap and trace device under Penal Code 630, and for electronic tracking
devices court orders are required under Penal Codes 1524 and 1534.

In sum, the City remains committed to an open and public process regarding law enforcement
techniques wherever it is feasible and will not compromise sensitive investigations into serious
criminal activity. In those contexts in which a full public discussion is not possible, the City
nonetheless rigorously adheres to existing legal constraints to ensure that both public safety and
personal privacy are protected.

This response to the Grand Jury was approved at a public meeting on October 2, 2017.



Respectfully,
Charlie Bronitsky i
Mayor — City of Foster City

Enclosure



RESOLUTION NO. 2017-78

A RESOLUTION OF THE CITY COUNCIL OF THE CITY OF FOSTER CITY
APPROVING THE CITY COUNCIL'S RESPONSE TO THE SAN MATEO CIVIL
GRAND JURY REPORT, DATED JULY 12, 2017, ENTITLED " A DELICATE
BALANCE: PRIVACY V. PROTECTION" AND AUTHORIZING THE MAYOR TO
TRANSMIT THE RESPONSE LETTER

CITY OF FOSTER CITY

WHEREAS, pursuant to California Penal Code Section 933, a public agency
which receives a Grand Jury Report addressing aspects of the public agency's
operations, must respond to the Report's findings and recommendations contained in
the Report in writing within ninety days to the Presiding Judge of the San Mateo County
Superior Court; and

WHEREAS, the City Council has received and reviewed the San Mateo Civil
Grand Jury Report, dated July 12, 2017, entitled "A Delicate Balance: Privacy v.
Protection" and :

WHEREAS, the City Council has reviewed and considered the response to the
Grand Jury, which is referenced to as Exhibit A.

NOW, THEREFORE, BE IT RESOLVED that the City Council of the City of
Foster City hereby approves the City Council's response letter to the San Mateo Civil
Grand Jury Report, dated July 12, 2017, entitled "A Delicate Balance: Privacy v.
Protection" as stated in Exhibit A to this resolution, which is incorporated herein by this
reference, and authorizes the Mayor to sign the response letter and transmit it- to the
Presiding Judge of the Superior Court of San Mateo County.



City Resolution No. 2017-78

PASSED AND ADOPTED as a resolution of the City Council of the City of Foster City at
the regular meeting held on the 2nd day of October, 2017, by the following vote:

AYES: Councilmembers Hindi, Mahanpour, Perez, Pollard and Mayor Bronitsky

NOES: None
ABSENT: None

ABSTAIN: None

O R

CHARLIE BRONITSKY, MAYOR

, DORIS L‘ PALMER CITY CLERK



CITY OF HALF MOON BAY

501 Main Street
Half Moon Bay, CA 94019

October 5, 2017

Honorable Leland Davis, Il
Judge of the Superior Court
¢/o Charlene Kresevich

Hall of Justice

400 County Center, 2" Floor
Redwood City, CA 94063-1655

RE: GRAND JURY REPORT: “A DELICATE BALANCE: PRIVACY v. PROTECTION”

Honorable Judge Davis,

As you are aware, the City of Half Moon Bay contracts with the San Mateo County Sheriff’s office for
law enforcement services. In response to Grand Jury Report, entitled “A Delicate Balance: Privacy v.
Protection,” the Sheriff's Office has provided the attached response.

The City of Half Moon Bay is committed to balancing community goals of privacy, transparency, and
public safety, as well as complying with this evolving area of state law. We will continue to work
closely with the Sheriff’s Office inform and educate the community on the use of surveillance tools
and the specific recommendations made by the Grand Jury.

In closing, the City of Half Moon Bay thanks the Grand Jury for its efforts to strengthen the practices
of law enforcement as it relates to informing and receiving input from the public about the use of
surveillance tools in local communities.

ebbie Ruddock, Mayor
City of Half Moon Bay



Resolution No. C-2017-79

A RESOLUTION OF THE CITY COUNCIL OF THE CITY OF HALF MOON BAY APPROVING THE
CITY’S RESPONSE REGARDING FINDINGS AND RECOMMENDATIONS FROM THE SAN MATEO
COUNTY GRAND JURY REPORT, ENTITLED, “A DELICATE BALANCE: PRIVACY AND
PROTECTION”

WHEREAS, On July 12th, 2017, the San Mateo County Civil Grand Jury issued a report
entitled “A Delicate Balance: Privacy and Protection”;

WHEREAS, the City of Half Moon Bay contracts with the San Mateo County Sheriff's
Office for Police Services, including developing policies relating to law enforcement’s use of
surveillance technology;

WHEREAS, the Sheriff's Office issued a response to the findings and recommendations
of the Grand Jury Report;

WHEREAS, the City acknowledges the Sheriff’s Office response to the findings and
recommendations of the Grand Jury Report; and

WHEREAS, The City of Half Moon Bay will continue to work with the Sheriff’s Office to
ensure the services they provide under the contract are appropriate and in the best interest of
the community.

NOW, THEREFORE, BE IT RESOLVED THAT the City Council of the City of Half Moon Bay
hereby approves the City’s response to the findings and recommendations from the San Mateo
County Grand Jury Report entitled “A Delicate Balance: Privacy v Protection.”
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I, the undersigned, hereby certify that the foregoing Resolution was duly passed and adopted on
the 3™ day of October, 2017 by the City Council of Half Moon Bay by the following vote:

AYES, Councilmembers: EISEN, KOWALCZYK, RARBACK, PENDROSE, AND RUDDOCK

NOES, Councilmembers:

ABSENT, Councilmembers:

ABSTAIN, Councilmembers:

ATTEST: / APPROVED:

()

Debbie Ruddock, Mayor




CARLOS G.BOLANOS

COUNTY OF SAN MATEO SHERIFF

OFFICE OF THE SHERIFF [

400 COUNTY CENTER = REDWOOD CITY o CALIFORNIA 94063-1662 o TELEPHONE (650) 599-1664 = www.smcsheriff.com

ADDRESS ALL COMMUNICATIONS TO THE SHERIFF

August 23, 2017

Hon. Leland Davis, 111

Judge of the Superior Court
c/o Charlene Kresevich

Hall of Justice

400 County Center, 2" Floor
Redwood City, CA 94063

Subject: San Mateo County Sheriff’s Office Response to the Grand Jury Report, “A Delicate Balance:
Privacy v. Protection”

Dear Judge Davis:
Thank you for the opportunity to respond to the Grand Jury report entitled “A Delicate Balance: Privacy v.
Protection”. The San Mateo County Sheriff’s Office response to both the findings and recommendations are

listed below. ‘

Responses to Grand Jury Findings

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt policies related
to any surveillance technology before such technology is acquired or activated. The ordinance also
requires agencies to issue annual reports explaining how the technologies are used and what they
discovered.

Response: The information necessary to either agree or disagree with this finding is not contained within the
Sheriff’s Office’s files.

F2. The County and cities in San Mateo County have not enacted any ordinances governing their
acquisition and use of surveillance technology, or the accessibility, management, or retention of the
information acquired.

Response: The information necessary to either agree or disagree with this finding is not contained within the
Sheriff’s Office’s files. However, the Sheriff’s Office has signed a records sharing and data retention
agreement for warehousing data with the Northern California Regional Intelligence Center (NCRIC). This
agreement ensures that data warehoused within the NCRIC is subject to federal standards and state policies
for data retention and sharing.




F3. The County and cities in San Mateo County do inform residents about the use of some surveillance
tools (Automated License Plate Readers and Body Worn Cameras) at public forums and city council
meetings:

» City or Town Council meeting or staff reports posted on website: Atherton, Burlingame,
Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood City, San Bruno,
San Carlos, San Mateo, South San Francisco

* Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood City,
San Carlos, Millbrae, Portola Valley, Ladera, and Emerald Hills

* The City of Menlo Park mentioned also having used social media for this purpose.

Response: The information necessary to either agree or disagree with this finding is not contained
within the Sheriff’s Office’s files. However, the Sheriff’s Office informs residents about the use of
surveillance tools at public forums at community and city council meetings.

F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and the San
Mateo County Sheriff’s Office have complied with the law requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites.

Response: The information necessary to either agree or disagree with much of this finding is not contained
within the Sheriff’s Office’s files. The Sheriff’s Office agrees that it complies with the law requiring ALPR
users to “conspicuously” post a link to the ALPR usage and privacy policy on their websites.

FS. With the exception of the City of San Mateo, the generic ALPR policies posted by cities and the
Sheriff’s Office do not provide specific information that is helpful to residents.

Response: The Sheriff’s Office does not agree with this finding and believes that the policy posted on

the Sheriff’s Office web page is both specific and helpful to residents. The policy describes authorized
purposes, restrictions on collection of data, training, audits, data quality and accuracy, security of data and
retention of data.

Responses to Grand Jury Recommendations

R1. In addition to providing a conspicuous link to usage and privacy policies on operator websites (as
required by law for ALPRs), all law enforcement agencies in the County should create an easily
accessible and simply written information webpage by December 31, 2017, which lists the types of
surveillance tools (such as ALPRs) and investigative tools (such as ShotSpotter and body worn
cameras) utilized by the agency. At a minimum, such a webpage shall include these details about each
tool:

° What is the use and purpose of the technology, such as assisting in ongoing criminal
investigations, locating missing children, or locating stolen vehicles

Who is authorized to collect or access the data collected

How the system is monitored to ensure that the data are secure

Who owns the surveillance technology

What measures were taken to ensure the accuracy of the data

How long the data will be retained



Response: Portions of this recommendation have already previously been implemented in part and portions
will be implemented in part, but portions of the recommendation will not be implemented. The San Mateo
County Sheriff’s Office has already posted privacy policy information on its website as to ALPRs. The
Sheriff’s Office will expand its ALPR privacy and usage policy to include additional electronic equipment
where the release of such information does not unnecessarily jeopardize public safety and criminal
investigations, and will place that information in a conspicuous location on its website by December 31, 2017.

R2. All law enforcement agencies in the County shall increase the number and types of opportunities
for community members to voice support for or opposition to any proposed addition of new
surveillance technologies including, but not limited to:

Surveying residents to better understand their concerns about law enforcement’s use of surveillance
tools and address those concerns in public meetings, Town Halls, Neighborhood Watch sessions and
other local gatherings

Using social media platforms such as Nextdoor© to keep residents engaged and informed about
surveillance technologies and its uses in your community

Response: The Sheriff’s Office will not implement this recommendation because it views its current robust
efforts to obtain community input, e.g., as to ALPRs, as having been sufficient and intends to continue its
robust efforts if it ever begins using new technologies. The Sheriff’s Office recognizes that not all community
members utilize internet and social media, and will continue to seek opportunities at public meetings,
including neighborhood association meetings, neighborhood watch gatherings, and publicly noticed meetings
to share this information.

This recommendation will also not be implemented for law enforcement investigative tools and techniques
primarily used for complex criminal investigative purposes. It is not always appropriate or reasonable for law
enforcement agencies to publicly explain and expose certain critical investigative techniques or technology.
Checks and balances already exist through the legal system regarding the use of these techniques. Certain
specialized electronic tools are precisely aimed at members of criminal organizations, career criminals, and
those under investigation for violent crimes, with minimal to no impact to the law-abiding public.

Public discussion of law enforcement technologies and investigative techniques would be detrimental to
ongoing criminal investigations, compromise capabilities to protect communities, and allow individuals
involved in criminal activity to more easily avoid detection.

R3. Staff shall bring to the city or town council (in the case of a police department or police bureau) or
the Board of Supervisors (in the case of the Sheriff’s Office) a policy or ordinance for consideration at a
public meeting by December 31, 2017. Such ordinances or policies should require, at a minimum:

° Plans to acquire new surveillance technology be announced at public meetings and other
forums to ensure that the community is aware and engaged when new technology is under
consideration

® Any “use policies” related to surveillance technology be readily available and easy to access on
the city or County websites

o Oversight and accountability be supported by posting periodic reports on the effectiveness of
the surveillance tools used in the community



Response: Existing law can require that law enforcement agencies provide information to local governing
bodies when acquiring certain new technologies. Law enforcement agencies make policies that govern the use
of our basic police surveillance tools and technologies publicly available when they are public records.

But this recommendation will not otherwise be implemented because it is not warranted or reasonable. The
recommendation contains obstacles that would limit law enforcement’s ability to quickly adapt and evolve to
criminal activity.

Existing state law protects law enforcement agencies from having to disclose investigative,
intelligence and security records under the California Public Records Laws. Government Code 6254
(f) recognizes the need for confidentiality and protects law enforcement agencies from disclosing
investigative and tactical information that would compromise crime fighting capabilities. Existing
laws also prohibit the release of information derived from, or related to the security of our technology
systems specifically to ensure those upholding and protecting the public are not compromised.

It is also of note that, law enforcement agencies are already required to obtain court orders: under California
Penal Code 1546 — 1546.4 related to specified electronic communications; under Penal Code 629.50, for wire
and other specified electronic communications; and for electronic tracking devices under Penal Codes 1524
and 1534. Further disclosure of advanced investigative technology and techniques would limit law
enforcement’s ability to adapt and evolve to criminal activity and would compromise the safety and security
of residents of San Mateo County.

Sincerely,

Y- e

Carlos G. Bolanos
Sheriff




TOWN OF HILLSBOROUGH

1600 FLORIBUNDA AVENUE
HILLSBOROUGH
CALIFORNIA

94010-6418

September 12, 2017

Honorable Leland Davis, 111
Judge of the Superior Court

c/o Charlene Kresevich

Hall of Justice

400 County Center, 2nd Floor
Redwood City, CA 94063-1655

Re:  Grand Jury Report: “A Delicate Balance: Privacy vs. Protection™
Dear Judge Davis:

Thank you for the opportunity to review and comment on the above referenced Grand Jury
Report filed on July 12, 2017. On September 11, 2017, the Hillsborough City Council held a
public meeting and approved the following responses to the Grand Jury Report findings and
recommendations listed below.

Findings:

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt
policies related to any surveillance technology before such technology is acquired or
activated. The ordinance also requires agencies to issue annual reports explaining how the
technologies are used and what they discovered.

The Town of Hillsborough agrees with this finding, relying on the Grand Jury's
representations in their report.

F2. The County and cities in San Mateo County have not enacted any ordinances governing
their acquisition and use of surveillance technology, or the accessibility, management, or
retention of the information acquired.

The Town of Hillsborough agrees with this finding, relying on the Grand Jury’s
representations in their report.

F3. The County, cities and towns in San Mateo County do inform residents about the use of

some surveillance tools (Automated License Plate Readers and Body Worn Cameras) at
public forums and city council meetings:

TEL. 650.375.7400 FAX 650.375.7475



F4.

F5.

» City or Town Council meeting or staff reports posted on website: Atherton, Burlingame,
Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood City, San
Bruno, San Carlos, San Mateo, South San Francisco

* Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood City,
San Carlos, Millbrae, Portola Valley, Ladera, and Emerald Hills.

¢ The City of Menlo Park mentioned also having used social media for this purpose

The Town of Hillsborough agrees with this finding, relying on the Grand Jury’s
representations in their report.

With the exception of Burlingame, which borrowed ALPR technology, the cities and the
San Mateo County Sheriff’s Office have complied with the law requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites.

The Town of Hillsborough agrees with this finding, relying on the Grand Jury'’s
representations in their report.

With the exception of the City of San Mateo, the generic ALPR policies posted by cities
and the Sheriff’s Office do not provide specific information that is helpful to residents.

The Town of Hillsborough does not agree with this finding and believes that the policy
posted on the Police Department web page is both specific and helpful to residents. The
Town of Hillsborough is not intimately familiar with the practices in other jurisdictions
regarding surveillance technology.

Recommendations:

RI.

In addition to providing a conspicuous link to usage and privacy policies on operator
websites (as required by law for ALPRs), all law enforcement agencies in the County
should create an easily accessible and simply written information webpage by December
31,2017, which lists the types of surveillance tools (such as ALPRs) and investigative
tools (such as ShotSpotter and body worn cameras) utilized by the agency. At a minimum,
such a webpage shall include these details about each tool:

+ What is the use and purpose of the technology, such as assisting in ongoing criminal
investigations, locating missing children, or locating stolen vehicles

« Who is authorized to collect or access the data collected
* How the system is monitored to ensure that the data are secure
* Who owns the surveillance technology

» What measures were taken to ensure the accuracy of the data



* How long the data will be retained

This recommendation will be implemented in part. San Mateo County law enforcement
agencies have already, by law, posted privacy policy information on their websites as
related to ALPRs. The Town of Hillsborough will expand its ALPR privacy and usage
policy to include additional electronic equipment where the release of such information
does not unnecessarily jeopardize public safety and criminal investigations, and will place
that information in a conspicuous location on its website by December 31, 2017.

All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any proposed
addition of new surveillance technologies including, but not limited to:

+ Survey residents to better understand their concerns about law enforcement’s use of
surveillance tools and address those concerns in public meetings, Town Halls,
Neighborhood Watch sessions and other local gatherings.

* Using social media platforms such as Nextdoor© to keep residents engaged and informed
about surveillance technologies and its uses in your community.

The Town of Hillsborough will implement this recommendation for tools used in the
conduct of basic police business such as Body Worn Cameras and ALPRs. Furthermore,
The Town of Hillsborough recognizes that not all community members utilize internet and
social media, and will seek opportunities at public meetings, including neighborhood
association meetings, neighborhood watch gatherings, and publicly noticed Town meetings
to share this information.

This recommendation cannot be fully implemented for certain law enforcement
investigative tools and techniques primarily used for complex criminal investigations
without jeopardizing the ability to gather evidence for the serious crimes in question.
Therefore, the Town of Hillsborough does not agree with this finding and believes that the
policy posted on the Police Department webpage is both specific and helpful to residents.
The Town is not intimately familiar with the practices in other jurisdictions regarding
surveillance technology and will not hold public forums or conduct similar outreach on
certain investigative techniques or technology where doing so might compromise critical
investigations. Checks and balances already exist through the legal system, including
various warrant requirements and Fourth Amendment protections, regarding the use of
these techniques. Certain specialized electronic tools are precisely aimed at members of
criminal organizations, career criminals, and those under investigation for violent crimes,
with minimal to no impact to the law-abiding public. The Town does and will continue to
take steps to ensure that the informational privacy of persons who are not suspects or
involved in such investigations will be respected.

All agencies in San Mateo County have signed a data and records sharing agreement with
the Northern California Regional Intelligence Center (NCRIC) that places data in a secure



R3.

repository located in a federal facility subject to federal and state statutes and policies
addressing access, storage, and disclosure.

Staff shall bring to the city or town council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a policy or
ordinance for consideration at a public meeting by December 31, 2017. Such ordinances or
policies should require, at a minimum:

* Plans to acquire new surveillance technology be announced at public meetings and other
forums to ensure that the community is aware and engaged when new technology is
under consideration.

* Any “use policies” related to surveillance technology be readily available and easy to
access on the city or County websites.

* Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community.

Existing law requires that law enforcement agencies provide information to local
governing bodies when acquiring certain new technologies. Law enforcement agencies
make policies that govern the use of our basic police surveillance tools and technologies
publicly available.

However, this recommendation will not be implemented in full because it creates obstacles
that could limit law enforcement’s ability to adapt and evolve to criminal activity and could
compromise the safety and security of residents. Law enforcement agencies may, under
certain circumstances, be unable to wait for regularly scheduled public meetings of their
governing bodies while in pursuit of criminals and crimes in progress.

Furthermore, existing protections for both personal information and investigatory
activities are adequate to address the Grand Jury's concerns. Existing state law, in the
Jorm of Government Code 6254(f), exempts investigative, intelligence, and security records
Jrom disclosure under the California Public Records Laws. This exception to disclosure
protects the integrity of investigations and the criminal legal process, as well as allowing
Jurisdictions to withhold certain information regarding individuals acquired as a result of
an investigation. It is not absolute, however, and the public retains adequate access to
information about police activities to be able to monitor a department’s overall approach.

Government Code 6254 (f) recognizes the need for discretion and protects law enforcement
agencies from disclosing investigative and tactical information that would compromise an
agency's crime fighting capabilities. Existing laws also prohibit the release of information
derived from, or related to, the security of the agency’s technology systems specifically to
ensure those upholding and protecting the public are not compromised.

In addition to the guarantees of the Fourth Amendment, California law specifically protects
certain kinds of personal information. For example, under California Penal Code 1546 —



1546.4, known as the Electronic Communications Privacy Act, law enforcement is required
1o obtain court orders related to electronic communications intercept surveillance under
Penal Code 629.50, pen register of trap and trace device under Penal Code 630, and for
electronic tracking devices court orders are required under Penal Codes 1524 and 1534.

In summary, the Town of Hillsborough remains committed to an open and public process
regarding law enforcement techniques wherever it is feasible and will not compromise sensitive
investigations into serious criminal activity. In those contexts in which a full public discussion is
not possible, the Town of Hillsborough nonetheless rigorously adheres to existing legal
constraints to ensure that both public safety and personal privacy are protected.

Respectfully,
Marie Chuang
Mayor

Town of Hillsborough



City Council

September 12, 2017

The Honorable Leland Davis Ill
Judge of the Superior Court

MENLO PARK c/o Charlene Kresevich

Hall of Justice

400 County Center; 2" Floor

Redwood City, CA. 94063-1655

RE: Grand Jury Report — “A Delicate Balance: Privacy vs. Protection”
Dear Judge Davis:

The Menlo Park City Council received the above-referenced San Mateo County Civil
Grand Jury Report in July of 2017. The report identifies certain findings and
recommendations, and requests that the City Council respond in writing to those
findings no later than October 10, 2017. On September 12, 2017, the Menlo Park City
Council held a public meeting and approved this response.

Regarding the “findings” of the San Mateo County Civil Grand Jury, Council is
requested to respond with one of the following:
1. Council agrees with the finding.
2. Council disagrees wholly or partially with the finding, in which case the
response shall specify the portion of the finding that is disputed and shall
include an explanation of the reasons thereafter.

Regarding the “recommendations” of the San Mateo County Civil Grand Jury,
Council is requested to report one of the following actions:

1. The recommendation has been implemented, with a summary regarding the
implemented action.

2. The recommendation has not yet been implemented, but will be
implemented in the future, with a time frame for implementation.

3. The recommendation requires further analysis, with an explanation and the
scope and parameters of an analysis or study, and a time frame for the
matter to be prepared for discussion by the officer or director of the agency
or department being investigated or reviewed, including the governing body
of the public agency when applicable. This time frame shall not exceed six
months from the date of the publication of the Grand Jury report.

4. The recommendation will not be implemented because it is not warranted or
reasonable with an explanation therefore.
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Findings:

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies
to adopt policies related to any surveillance technology before such
technology is acquired or activated. The ordinance also requires agencies to
issue annual reports explaining how the technologies are used and what they
discovered.

Response
The City of Menlo Park agrees with this finding.

F2. The County and cities in San Mateo County have not enacted any
ordinances governing their acquisition and use of surveillance technology, or
the accessibility, management, or retention of the information acquired.

Response

The City of Menlo Park disagrees wholly with this finding. On May 13, 2014, the
Menlo Park City Council passed Ordinance #1007, which added Chapter 2.56 to
Chapter 2 of the Menlo Park Municipal Code. This new chapter, entitled Public
Safety Information, deals specifically with: Automated License Plate Reader (ALPR)
Data Use, Prohibited Use of ALPR Data, ALPR Auditing and Reporting, Public
Safety Camera System Data Use, Prohibited Use of Public Safety Camera System
and Data, Public Safety Camera System Auditing and Reporting and Adoption of
Department Policies. A copy of the ordinance is attached hereto.

This ordinance was enacted after the Menlo Park Police Department, at the urging
of local residents dealing with ongoing gang violence, requested the purchase of
this technology which included ALPR’s for three police vehicles and neighborhood
surveillance cameras mounted at four intersections, to combat crime. Although the
purchase was approved in 2013, some council members expressed privacy
concerns and wished to be involved in policy development for use and auditing of
data collected by these devices. A council “privacy” subcommittee was formed and
after several meetings both an ordinance and a resolution were created. These
items came to the Council for consideration and there was a great deal of public
comment and a very robust debate reading privacy issues. Ultimately, the City
Council voted to enact the above-mentioned ordinance.

F3. The County and cities in San Mateo County do inform residents about the
use of some surveillance tools (ALPRs and Body Worn Cameras) at public
forums and city council meetings:

« City or Town Council meeting or staff reports posted on website:
Atherton, Burlingame, Daly City, East Palo Alto, Hillsborough, Menlo
Park, Pacifica, Redwood City, San Bruno, San Carlos, San Mateo,
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South San Francisco
e Public meetings or Town Halls: East Palo Alto, Hillsborough, Menlo
Park, Redwood City, San Carlos, Sheriff’'s Office
e The City of Menlo Park mentioned also having used social media for
this purpose.
Response
The City of Menlo Park agrees with this finding.
F4. With the exception of Burlingame, which borrowed ALPR technology, the
cities and the San Mateo County Sheriff’'s Office have complied with the law
requiring ALPR users to “conspicuously” post a link to the ALPR usage and
privacy policy on their website.
Response
The City of Menlo Park agrees with this finding.
F5. With the exception of the City of San Mateo, the generic ALPR policies
posted by cities and the Sheriff's Office do not provide specific information
that is helpful to residents.
Response

The City of Menlo Park agrees with this finding.

Recommendations:

The Civil Grand Jury recommends to the City Councils of the Cities of San Mateo
County that:

R1. In addition to providing a conspicuous link to usage and privacy policies
on operator websites (as required by law for ALPRs), all law enforcement
agencies in the County should create an easily accessible and simple written
information webpage by December 31, 2017, which lists the types of
surveillance tools (such as ALPRs) and investigative tools (such as
ShotSpotter and body worn cameras) utilized by the agency. At a minimum,
such a webpage shall include these details about each tool:

o What is the use and purpose of the technology, such as assisting in
ongoing criminal investigations, locating missing children, or locating
stolen vehicles

o Who is authorized to collect or access the data collected

¢ How the system is monitored to ensure that the data are secure

e Who owns the surveillance technology
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e What measures were taken to ensure the accuracy of the data
e How long the data will be retained

Response

The recommendation has been implemented. As stated in the Civil Grand Jury
Report, although this information is available on the City of Menlo Park Police
website, a specific search must be done in order to locate all the ordinances,
municipal codes, policies and privacy information regarding surveillance and
investigative tools. The Menlo Park Police Department is also one of the only
agencies in the region which provides a copy of its entire policy manual online; but
as stated above, a specific search must be done in order to locate those policies
dealing with surveillance and investigative tools.

The City of Menlo Park Police Department will complete the following changes and
modifications to its website by December 31, 2017:

e Alink titled “Surveillance and Investigative Tools and Privacy” will be added
prominently to the home page of the City of Menlo Park Police webpage.

o This linked page will have a general description of the type of technology
used by the police department and provide links to each of these diverse
tools that are in use. These links will be for the following tools: ALPRs, Body
Worn Cameras and Neighborhood Surveillance Cameras.

e Each linked page for the above tools will include a description of the tool and
how it is used. All relevant ordinances, municipal codes, and policies will be
available via links. These documents will address each of the above points
of information in the recommendation along with a FAQ document about the
specific tool.

R2. All law enforcement agencies in the County shall increase the number and
types of opportunities for community members to voice support for or
opposition to any proposed addition of new surveillance technologies
including, but not limited to:

e Surveying residents to better understand their concerns about law
enforcement’s use of surveillance tools to address those concerns in
public meetings, Town Halls, Neighborhood Watch sessions and other
local gatherings.

¢ Using social medal platforms such as Nextdoor to keep residents
engaged and informed about surveillance technologies and its uses in
your community.

Response
This recommendation has already been implemented. As stated in the above

response to Finding 2, when ALPRs and neighborhood surveillance cameras were
purchased, a robust public debate occurred prior to implementation. This debate
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included numerous City Council meetings, town hall meetings, and social media
notification along with a specific subcommittee formed by the City Council to address
privacy issues. As a result of this vigorous debate, Menlo Park Ordinance 1007 was
adopted.

in 2011, City Council approved the purchase of body worn cameras for a period of
“beta” testing. In 2012, City Council approved the purchase of Body Worn Cameras
for the entire police department. At that time there was healthy public debate at
numerous City Council meetings, town hall meetings, and social media notification
regarding privacy, the use of the cameras and storage of data. City Council directed
the police department to confer with community members along with the Police
Chief’'s Advisory Board in order to address these issues and create a police
department policy. Several draft policies were created which were presented at
several City Council meetings, where council members raised questions and
concerns and requested changes to the policy. In 2015 a final and adopted policy on
the use of body worn cameras was completed and presented to council.

While the City Council was satisfied with the policy overall as it dealt with privacy, a
concern was raised about the retention period of the data collected by the cameras.
Due to this concern, the Police Department created an “Audio/Video Recording
Destruction Request and Waiver”. This new waiver and procedure allows a member
of the public, under certain circumstances, to request a recording of a non-event to be
destroyed after one year, prior to the 2.5 year retention period established by policy.
This was yet another example of the serious consideration to privacy issues
addressed by the City of Menlo Park.

The City of Menlo Park will follow the above example of public disclosure and
discussion prior to the purchase and implementation of any new surveillance
technology that is considered by the police department.

R3. Staff shall bring to the city or town council (in the case of a police
department or police bureau) or the Board of Supervisors (in the case of the
Sheriff’s Office) a policy or ordinance for consideration at a public meeting by
December 31, 2017. Such ordinances or policies should require at a minimum:

e Plans to acquire new surveillance technology be announced at public
meetings and other forums to ensure the community is aware and
engaged when new technology is under consideration.

e Any “use policies” related to surveillance technology be readily
available and easy to access on the city or County websites.

¢ Oversight and accountability be supported by posting periodic reports
on the effectiveness of the surveillance tools used in the community.

Response

This recommendation has already been implemented. As stated above, each of the
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listed surveillance tools in use by the police department were completely vetted by the
City Council and the public and each privacy issue was addressed. It should also be
noted that in regard to point #3 above, Ordinance 1007 passed by City Council,
requires the police department to provide bi-annual reports on the use of the ALPR
technology.

N

Kirsten Keith
Mayor, City of Menlo Park

Enclosure

City of Menlo Park 701 Laurel Street Menlo Park, CA 94025 tel 650-330-6600 www.menlopark.org



ORDINANCE NO. 1007

ORDINANCE OF THE CITY COUNCIL OF THE CITY OF
MENLO PARK ADDING CHAPTER 2.56 [PUBLIC SAFETY
INFORMATION] TO TITLE 2 [ADMINISTRATION AND
PERSONNEL] OF THE MENLO PARK MUNICIPAL CODE

The City Council of the City of Menlo Park does ordain as follows:

SECTION 1. FINDINGS AND DETERMINATIONS. The City Council of the City of
Menlo Park hereby finds and declares as follows:

A. The Menlo Park Police Department has acquired Automated License Plate
Readers to be installed on one or more Police Department vehicles to be
used by the Police Department to convert data associated with vehicle license
plates for official law enforcement purposes, including identifying stolen and
wanted vehicles, stolen license plates and missing persons, and to gather
information related to active warrants, homeland security, electronic
surveillance, suspect interdiction and stolen property recovery.

B. The City of Menlo Park plans to operate a Public Safety Camera System for
the purpose of creating a safer environment for all those who live, work and
visit the City, which cameras may be used for detecting and deterring crime,
to help safeguard against potential threats to the public, to help manage
emergency response situations during natural and man-made disasters and
to assist City officials in providing services to the community.

C. The City Council is concemed about protecting the privacy of its residents
with respect to the retention and use of data obtained by Automated License
Plate Readers and the Public Safety Camera System and desires to add
Chapter 2.56 [Public Safety Information] to Title 2 [Administration and
Personnel] of the Menlo Park Municipal Code to address the use and
retention of this information.

SECTION 2. ADDITION OF CODE. Chapter 2.56 [Public Safety Information] is hereby
added to Title 2 [Administration and Personnel] of the Menlo Park Municipal Code to
read as follows:




Chapter 2.56

PUBLIC SAFETY INFORMATION

Sections:

2.56.010 Purpose

2.56.020 Definitions

2.56.030 Automated License Plate Reader Data Use

2.56.040 Prohibited Use of Automated License Plate Reader and Data
2.56.050 Automated License Plate Reader Auditing and Reporting
2.56.060 Public Safety Camera System Data Use

2.56.070 Prohibited Use of Public Safety Camera System and Data
2.56.080 Public Safety Camera System Auditing and Reporting
2.56.090 Adoption of Department Policies

2.56.010 Purpose

The purpose of this Chapter is to provide for the proper use of data and recordings
gathered by the City through the use of Automated License Readers and the Public
Safety Camera System.

2.56.020 Definitions

For the purposes of this Chapter, the following words and phrases shall have the
meanings ascribed to them in this Section:

A. “Automated License Plate Reader” or “ALPR” means technology, also known as
License Plate Recognition, which provides automated detection of license plates.

B. “Data” means information gathered by the Automated License Plate Reader in
the form of license plates and metadata (location and time license plate was
viewed).

C. “Public Safety Camera System” means cameras that record images only and not
sound and that are placed in strategic fixed locations within the City at the
direction of the Chief of Police and with the approval of the City Council for the
purpose of detecting and deterring crime, to help emergency services personnel
maintain public order, to help manage emergency response situations during
natural and man-made disasters, to monitor pedestrian and vehicle traffic activity,
to assist in the preparation of traffic reports, and to assist City officials in
prosecuting and/or defending civil or administrative actions.

D. “Recordings” means the recorded images, without sound, recorded by the Public
Safety Camera System.



2.56.030 Automated License Plate Reader Data Use

A.

Data will be securely transmitted to the Northern California Regional Intelligence
Center (“NCRIC”) as part of a multi-jurisdictional public safety program created to
assist local, state, federal and tribal public safety agencies and critical
infrastructure locations with the collection, analysis, and dissemination of criminal
threat information, provided NCRIC has executed an agreement with the City
agreeing to comply with the retention/destruction provisions set forth in this
section.

Data transmitted to NCRIC from the Police Department shall be kept no more
than six months, and then destroyed, unless retention of specific identified
license plate data is necessary for an active criminal case or pursuant to a valid
court order.

Data may only be accessed by law enforcement personnel who are approved to
access the data and who have undergone required NCRIC training for legitimate
law enforcement purposes only, such as when the data relates to a specific
criminal investigation or department-related civil or administrative action.

Data may be accessed by other NCRIC agencies that have executed a
Memorandum of Understanding with NCRIC, but only for legitimate law
enforcement purposes and by authorized/trained personnel and only in
compliance with all policies, procedures and reporting requirements of NCRIC.

Data may be the released to other non-NCRIC authorized and verified law
enforcement officials and agencies for legitimate law enforcement purposes, with
approval of the Chief of Police or Police Commander, provided any such official
and/or agency has executed an agreement with the City agreeing to comply with
the terms and provisions of Sections 2.56.030 and 2.56.040.

All data and images gathered are for official use of the Police Department and
because such data may contain confidential California Law Enforcement
Telecommunications Systems (“CLETS") information, it is not open to public view
or inspection.



2.56.040 Prohibited Use of Automated License Plate Reader and Data

A.

ALPR shall not be used to invade the privacy of individuals, to look into private
areas or areas where the reasonable expectation of privacy exists, nor shall they
be used to harass, intimidate or discriminate against any individual or group, nor
for any purpose not specifically authorized by this Chapter.

Unauthorized access, possession or release of data is a violation of Police
Department policy and various federal and state criminal statutes. Any
employee, who accesses, possesses or releases data, from the ALPR database
without authorization or in violation of this Chapter and such additional policies
established by the Police Department, may face department discipline up to and
including termination, criminal prosecution and/or civil liability.

2.56.050 Automated License Plate Reader Auditing and Reporting

A.

NCRIC will give a quarterly report to the Police Department which shall indicate
the number of license plates captured by the ALPR in the City of Menlo Park,
how many of those license plates were *hits” (on an active wanted list), the
number of inquiries made by Menlo Park personnel along with the justifications
for those inquiries, and information on any data retained beyond six months and
the reasons for such retention in compliance with Section 2.56.030B.

Following receipt of the NCRIC report described in subsection A., above, the
Police Department shall provide an information report to the City Council.

ALPR system audits will be randomly conducted by the Califomia Department of
Justice and in conjunction with yearly CLETS audits.

2.56.060 Public Safety Camera System Data Use

A

Public safety camera recordings may only be used for the purpose of criminal
investigations, detecting and deterring crime, to help emergency services
personnel maintain public order, to help manage emergency response situations
during natural and man-made disasters, to monitor pedestrian and vehicle traffic
activity, to assist in the preparation of traffic accident reports, and to assist City
officials in prosecuting and/or defending civil or administrative actions.

Recordings will be made in a professional, ethical and legal manner.



C. All recordings will be stored by the Police Department in a secure area with
access restricted to authorized persons, and shall not be accessible by third
parties without express pemission.

D. Recordings not otherwise needed for reasons in subsection A. shall be retained
for a period of up to 90 days and then erased or recorded over as limited by the
storage capacity of the cameras.

E. Any recordings needed as evidence in a criminal or civil case proceeding or for
another reason specified in subsection A. shall be collected and booked in
accordance with current Police Department evidence procedures.

F. Recordings may only be released to other authorized and verified law
enforcement officials and agencies for legitimate law enforcement purposes as
specified in subsection A. with approval of the Chief of Police or Police
Commander, provided such official or agency executes an agreement with the
City agreeing to comply with the terms and provisions of Sections 2.56.060 and
2.76.070, or with a valid court order.

G. Except as required by a valid court order or other lawful process, recordings do
not constitute public records and will not be disclosed to the public.

H. Facial recognition and cognitive security software may only be used to review
recordings from the Public Safety Camera System with the approval of the Chief
of Police or Police Commander in specific criminal investigations or specific
threats to public safety.

2.56.070 Prohibited Use of Public Safety Camera System and Data

The Public Safety Camera System will not be used to invade the privacy of
individuals, to look into private areas or areas where the reasonable expectation of
privacy exists. The Public Safety Camera System shall not be used to harass,
intimidate or discriminate against any individual or group, nor for any purpose not
authorized by this Chapter.

2.56.080 Public Safety Camera System Auditing and Reporting

A. The Chief of Police or his/her designee will conduct an annual review of the
Public Safety Camera System, its use, effectiveness and adherence to policy,
including frequency and purpose for use of facial recognition or cognitive security
software and frequency and purpose for retention of recordings beyond 90 days,



and will provide an annual information report to the City Council regarding such
review.

2.56.90 Adoption of Department Policies

The Police Department is directed to adopt policies to be included in its policy
manual consistent with the provisions of this Chapter, which policies may be more
restrictive, but not less restrictive, than the policies set forth in this Chapter.

SECTION 3. CALIFORNIA ENVIRONMENTAL QUALITY ACT DETERMINATION. The
City Council hereby finds that this ordinance is not subject to the provisions of the
California Environmental Quality Act (“CEQA”) because the activity is not a project as
defined by Section 15378 of the CEQA Guidelines. The ordinance has no potential for
resulting in physical change to the environment either directly or indirectly.

SECTION 4. SEVERABILITY. If any part of this Ordinance is held to be invalid or
inapplicable to any situation by a court of competent jurisdiction, such decision shall not
affect the validity of the remaining portions of this Ordinance or the applicability of this
Ordinance to other situations.

SECTION 5. EFFECTIVE DATE AND PUBLISHING. This Ordinance shall become
effective 30 days after the date of its adoption. Within 15 days of its adoption, the
Ordinance shall be posted in three public places within the City of Menlo Park, and the
Ordinance, or a summary of the Ordinance prepared by the City Attorney shall be
published in the local newspaper used to publish official notices for the City of Menlo
Park prior to the effective date.

INTRODUCED on the 13" day of May, 2014.

PASSED AND ADOPTED as an Ordinance of the City of Menlo Park at a regular
meeting of the City Council of the City of Menlo Park on the 3™ day of June, 2014, by
the following vote:

AYES: Cline, Keith, Mueller

NOES: Carlton, Ohtaki

ABSENT: None

ABSTAIN: None

Z @ a APPROVED:
Pamela Aguilar Ray Mueller
City Clerk Mayor




July 18, 2017

City of Millbrae

The Honorable Leland Davis, III

Judge of the Superior

Court

c/o Charlene Kresevich

Hall of Justice

400 County Center; 2™ Floor
Redwood City, CA 94063-1655

621 Magnolia Avenue, Millbrae, CA 94030

REUBEN D. HOLOBER
Mayor

GINA PAPAN
Vice Mayor

ANN SCHNEIDER
Councilwoman

WAYNE J. LEE
Councilman

ANNE OLIVA
Councilwoman

Reference:  Response to the Grand Jury Report — A Delicate Balance: Privacy vs.

Protec

tion

Dear Judge Leland Davis, III:

As you are aware, the City of Millbrae contracts for law enforcement services with the San
Mateo County Sheriff’s Office. The Privacy vs. Protection report is a topic we have discussed
with the Sherriff’s Office. In fact prior to the Grand Jury report, the Sheriff held two community
meetings to discuss the topic of Automated License Plate Readers.

The Sheriff realizes the importance of meeting the community needs in determining what the
acceptable conditions are for the use of surveillance methods. Therefore, we would expect the

Sheriff to continue to meet with the community regarding the specific recommendations made by

the Grand Jury.

I want to thank you for the work the Grand Jury did. In today’s environment it is important for
law enforcement to break down barriers and continue to expand their outreach to growing

diverse communities.
Sincerely,

M/vbw

Marcia Raines
City Manager

City Council/City Manager/City Clerk
(650) 259-2334

Fire
(650) 558-7600

Building Division/Permits
(650) 259-2330

Police
(650) 259-2300

Community Development
(650) 259-2341

Public Works/Enginecring
(650) 259-2339

Finance
(650) 259-2350

Recreation
(650) 259-2360



MAYOR
CITY OF PACIFICA Mike el
170 Santa Maria Avenue ° Pacifica, California 94044-2506 MAYOR PRO TEM
www.cityofpacifica.org John Keener
COUNCIL
Sue Digre

Sue Vaterlaus

Scenic Pacifica Deirdre Martin

Incorporated Nov. 22,1957

September 25, 2017

Hon. Leland Dauvis, llI

Judge of the Superior Court
c/o Charlene Kresevich

Hall of Justice

400 County Center; 2" Floor
Redwood City, CA 94063-1655

RESPONSE TO GRAND JURY REPORT: “A DELICATE BALANCE: PRIVACY VS.
PROTECTION.”

Honorable Judge Davis:

Thank you for the opportunity to review and comment on the above referenced Grand Jury
Report filed on July 12, 2017. The City of Pacifica’s response to both the findings and

recommendations are listed below.

Response to Grand Jury Findings:

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt
policies related to any surveillance technology before such technology is acquired or

_ activated. The ordinance also requires agencies to issue annual reports explaining how the
technologies are used and what they discovered.
Response to F1: The City agrees with this finding, relying on the Grand Jury’s representations in

their report.

F2. The County and cities in San Mateo County have not enacted any ordinances governing
their acquisition and use of surveillance technology, or the accessibility, management, or
retention of the information acquired.

Response to F2: The City agrees with this finding, relying on the Grand Jury’s representations in

their report.
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F3. The County and cities in San Mateo County do inform residents about the use of some
surveillance tools (Automated License Plate Readers and Body Worn Cameras) at public
forums and city council meetings:
» City or Town Council meeting or staff reports posted on website: Atherton,
Burlingame, Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood
City, San Bruno, San Carlos, San Mateo, South San Francisco
»  Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood
City, San Carlos, Millbrae, Portola Valley, Ladera, and Emerald Hills.
« The City of Menlo Park mentioned also having used social media for this purpose
Response to F3: The City agrees with this finding, relying on the Grand Jury’s representations in

their report.

F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and
the San Mateo County Sheriff’s Office have complied with the law requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy policy on their websites.

Response to F4: The City agrees with this finding, relying on the Grand Jury’s representations in

their report.

F5. With the exception of the City of San Mateo, the generic ALPR policies posted by

cities and the Sheriff’s Office do not provide specific information that helpful to

residents.

Response to F5: The City of Pacifica disagrees with this finding. The ALPR policy posted on the
City of Pacifica Police Department website addresses authorized use of the technology, use of
data collected, security protections in place to protect data, and retention of data collected.
The City has no independent basis on which to agree or disagree with the Grand Jury’s finding

as to other jurisdictions’ policies.

Response to Grand Jury Recommendations:

R1. In addition to providing a conspicuous link to usage and privacy policies on operator
websites (as required by law for ALPRs), all law enforcement agencies in the County should
create an easily accessible and simply written information webpage by December 31, 2017,
which lists the types of surveillance tools (such as ALPRs) and investigative tools (such as

ShotSpotter and body worn cameras) utilized by the agency. At a minimum, such a webpage

~ shall include these details about each tool:
« What is the use and purpose of the technology, such as assisting in ongoing

criminal investigations, locating missing children, or locating stolen vehicles
*  Who is authorized to collect or access the data collected
* How the system is monitored to ensure that the data are secure
*  Who owns the surveillance technology
« What measures were taken to ensure the accuracy of the data
¢ How long the data will be retained
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Response to R1: This recommendation will be implemented in part. San Mateo County Law
Enforcement Agencies have already, by law, posted privacy policy information on their websites
as related to ALPRs. The City of Pacifica will expand its ALPR privacy and usage policy to include
additional electronic equipment where the release of such information does not unnecessarily
jeopardize public safety and criminal investigations, and will place that information in a
conspicuous location on its website by December 31, 2017.

R2. All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any proposed
addition of new surveillance technologies including, but not limited to:

« Survey residents to better understand their concerns about law enforcement’s use
of surveillance tools and address those concerns in public meetings, Town Halls,
Neighborhood Watch sessions and other local gatherings.

» Using social media platforms such as Nextdoor© to keep residents engaged and
informed about surveillance technologies and its uses in your community.

Response to R2: The City of Pacifica will implement this recommendation for tools used in the
conduct of basic police business such as Body Worn Cameras and ALPRs. Staff will begin
implementing this over the next several months by proViding information regarding the use of
these technologies in a public forum. Furthermore, the City of Pacifica recognizes that not all
community members utilize internet and social media, and will seek opportunities at public
meetings, including neighborhood association meetings, neighborhood watch gatherings, and
publicly noticed city meetings to share this information.

This recommendation cannot be fully implemented for certain law enforcement investigative
tools and techniques primarily used for complex criminal investigations without jeopardizing
the ability to gather evidence for the serious crimes in question. Therefore, the City will not
hold public forums or conduct similar outreach on certain investigative techniques or
technology where doing so might compromise critical investigations. Checks and balances
already exist through the legal system, including various warrant requirements and Fourth
Amendment protections, regarding the use of these techniques. Certain specialized electronic
tools are precisely aimed at members of criminal organizations, career criminals, and those
under investigation for violent crimes, with minimal to no impact to the law-abiding public. The
City does and will continue to take steps to ensure that the informational privacy of persons
““who are not suspects or involved in such investigations will be respected.

R3. Staff shall bring to the city or town council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a policy or ordinance
for consideration at a public meeting by December 31, 2017. Such ordinances or policies

should require; at-a minimum:
+ Plans to acquire new surveillance technology be announced at public meetings

and other forums to ensure that the community is aware and engaged when new
technology is under consideration.
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« Any “use policies” related to surveillance technology be readily available and easy

to access on the city or County websites.
* Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community.

Response to R3: Existing law requires that Law enforcement agencies provide information to
local governing bodies when acquiring certain new technologies. Law enforcement agencies
make policies that govern the use of our basic police surveillance tools and technologies

publicly available.

This recommendation will not be implemented because it creates obstacles that could limit law
enforcement’s ability to adapt and evolve to criminal activity and could compromise the safety
and security of residents. Law enforcement agencies may, under certain circumstances, be
unable to wait for regularly scheduled public meetings of their governing bodies while in

pursuit of criminals and crimes in progress.

Furthermore, existing protections for both personal information and investigatory activities are
adequate to address the Grand Jury’s concerns. Existing state law, in the form of Government
Code 6254(f), exempts investigative, intelligence, and security records from disclosure under
the California Public Records Laws. This exception to disclosure protects the integrity of
investigations and the criminal legal process, as well as allowing jurisdictions to withhold
certain information regarding individuals acquired as a result of an investigation. Itis not
absolute, however, and the public retains adequate access to information about police
activities to be able to monitor a department’s overall approach.

Government Code 6254 (f) recognizes the need for discretion and protects law enforcement
agencies from disclosing investigative and tactical information that would compromise an
agency’s crime fighting capabilities. Existing laws also prohibit the release of information
derived from, or related to, the security of the agency’s technology systems specifically to
ensure those upholding and protecting the public are not compromised.

In addition to the guarantees of the Fourth Amendment, California law specifically protects
certain kinds of personal information. For example, under California Penal Code 1546 — 1546.4,
known as the Electronic Communications Privacy Act, law enforcement is required to obtain
court orders related to electronic communications intercept surveillance under Penal Code

- ——-629.50,-pen register of-trap-and trace device under Penal Code 630, and for electronic tracking
devices court orders are required under Penal Codes 1524 and 1534.

In sum, the City remains committed to an open and public process regarding law enforcement
techniques wherever it is feasible and will not compromise sensitive investigations into serious
criminal activity. In those contexts in which a full public discussion is not possible, the City
nonetheless rigorously adheres to existing legal constraints to ensure that both public safety

and personal privacy are protected.

This response to the Grand Jury was approved at a public meeting on September 25, 2017.
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Sincerely,

Mike O’Neill
Mayor, City of Pacifica
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TOWMN of PORTOLA VALLEY

Town Hall: 765 Portola Road, Portola Valley, CA 94028 Tel: (650) 8511700 Fax: (650) 851-4677

July 27, 2017

Grand Jury Foreperson

c/o Court Executive Officer
400 County Center

Redwood City, CA 94063-1655

Re: Response to Grand Jury Report
A Delicate Balance: Privacy vs. Protection

Dear Grand Jury Foreperson:

The Town Council for the Town of Portola Valley (“Town”) has reviewed the
recommendations in the Grand Jury Report “A Delicate Balance: Privacy vs. Protection”
and approved the following responses at the public meeting on July 26, 2017:

Recommendation No. 1
In addition to providing a conspicuous link to usage and privacy policies on operator
websites (as required by law for ALPRs), all law enforcement agencies in the County
should create an easily accessible and simply written information webpage by
December 31, 2017, which lists the types of surveillance tools (such as ALPRs) and
investigative tools (such as ShotSpotter and body worn cameras) utilized by the agency.
At a minimum, such a webpage shall include these details about each tool:

* What is the use and purpose of the technology, such as assisting in ongoing

criminal investigations, locating missing children, or locating stolen vehicles

* Who is authorized to collect or access the data collected

* How the system is monitored to ensure that the data are secure

* Who owns the surveillance technology

* What measures were taken to ensure the accuracy of the data

* How long the data will be retained

Response No. 1

The Town contracts with the San Mateo County Sheriff's Department for law
enforcement services. Therefore, the Town is not in a position to implement this
recommendation. The Town will cooperate with the Sheriff's Department, as
necessary, to implement the recommendation. Additionally, after a robust public
process, on April 26, 2017, the Town Council of the Town of Portola Valley
adopted Ordinance No 2017-418 adding Chapter 9.02, Public Safety Information,
to the Town's Municipal Code. This ordinance, which addresses the use and
retention of ALPR data, and related materials are readily available on the Town's
website.

C:\Users\shanlon\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Outlook\3JGJGV5J\17 GrdJry Surveillance
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Recommendation No. 2
All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any proposed
addition of new surveillance technologies including, but not limited to:
» Surveying residents to better understand their concerns about law
enforcement’s use of surveillance tools and address those concerns in public
meetings, Town Halls, Neighborhood Watch sessions and other local gatherings.
« Using social media platforms such as Nextdoor© to keep residents engaged
and informed about surveillance technologies and its uses in your community.

Response No. 2

The Town contracts with the San Mateo County Sheriff's Department for law
enforcement services. Therefore, the Town is not in a position to implement this
recommendation. The Town will cooperate with the Sheriffs Department, as
necessary, to implement the recommendation. Additionally, after a robust public
process, on April 26, 2017, the Town Council of the Town of Portola Valley
adopted Ordinance No 2017-418 adding Chapter 9.02, Public Safety Information,
to the Town's Municipal Code. The robust public process included a number of
public meetings over a two-year period prior to adoption of the use of ALPR
technology in town.

Recommendation No. 3
Staff shall bring to the city or town council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff's Office) a policy or
ordinance for consideration at a public meeting by December 31, 2017. Such
ordinances or policies should require, at a minimum:
* Plans to acquire new surveillance technology be announced at public meetings
and other forums to ensure that the community is aware and engaged when new
technology is under consideration.
» Any “use policies” related to surveillance technology be readily available and
easy to access on the city or County websites.
*» Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community.

Response No. 3

The Town contracts with the San Mateo County Sheriffs Department for law
enforcement services. Therefore, the Town is not in a position to implement this
recommendation. The Town will cooperate with the Sheriff's Department, as
necessary, to implement the recommendation. Additionally, after a robust public
process, on April 26, 2017, the Town Council of the Town of Portola Valley
adopted Ordinance No 2017-418 adding Chapter 9.02, Public Safety Information,
to the Town’s Municipal Code. The robust public process included a number of
public meetings over a two-year period prior to adoption of the use of ALPR
technology in town.

The Town thanks the Grand Jury for bringing this issue to our attention in an
informative and thorough manner. Please let me know if you require additional
information.
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Mayor

ccC: Town Council

Town Manager
Town Attorney
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September 12, 2017

Honorable Leland Dawvis, Il
Judge of the Superior Court
c/o Charlene Kresevich

Hall of Justice

400 County Center, 2" Floor
Redwood City, CA 94063-1655
(Sent via email)

1017 MIDDLEFIELD ROAD
Redwood City, California 94063
Telephone (650) 780-7220
FAX (650) 261-9102
www.redwoodcity.org

RE: Grand Jury Report “A Delicate Balance: Privacy vs. Protection”

Dear Judge Davis:

On behalf of the City Council of the City of Redwood City, | would like to thank you for
the opportunity to respond to the Grand Jury Report released on July 12, 2017, entitled “A
Delicate Balance: Privacy vs. Protection.” The following response to the Grand Jury
Report was reviewed and approved by the City Council at its meeting on September 11,

2017.

Pursuant to Penal Code § 933.05, the Grand Jury requested response from the City of
Redwood City on Recommendations 1, 2, and 3. The Recommendations and the City's

responses are detailed as follows:

Recommendation 1: In addition to providing a conspicuous link to usage and
privacy policies on operator websites (as required by law for ALPRs), all law
enforcement agencies in the County should create an easily accessible and simply
written information webpage by December 31, 2017, which lists the types of
surveillance tools (such as ALPRs) and investigative tools (such as ShotSpotter and
body worn cameras) utilized by the agency. At a minimum, such a webpage shall

include these details about each tool:

o What is the use and purpose of the technology, such as assisting in
ongoing criminal investigations, locating missing children, or locating

stolen vehicles

o Who is authorized to collect or access the data collected
e  How the system is monitored to ensure that the data are secure

o Who owns the surveillance technology



o What measures were taken to ensure the accuracy of the data
o How long the data will be retained.

Partially Agree: As required by law, the City has already posted on the City
website the, operational policy governing the use of ALPR technology. The City
will post operational policies for additional surveillance equipment where the
release of such information does not unnecessarily jeopardize public safety and
criminal investigations. This information will be placed in a conspicuous location
on the City's website by December 31, 2017.

Recommendation 2: All law enforcement agencies in the County shall increase the
number and types of opportunities for community members to voice support for or
opposition to any proposed addition of new surveillance technologies including, but
not limited to:

e  Surveying residents to better understand their concerns about law
enforcement’s use of surveillance tools and address those concerns in
public meetings, Town Halls, Neighborhood Watch sessions and other
local gatherings

o  Using social media platforms such as Nextdoor® to keep residents
engaged and informed about surveillance technologies and its uses in
your community.

Partially Agree: The City recognizes that not all of its citizens utilize the internet
or social media to stay informed about City business. As resources permit and as
warranted by community interest, the City will share information or answer
questions related to use of surveillance equipment, governing laws and
operational policies in business and neighborhood association meetings,
neighborhood watch gatherings, and publicly noticed City meetings.

However, the City believes that law enforcement investigative tools and analytical
technologies primarily used for complex criminal investigations should not be
subject to this same public disclosure as basic police surveillance equipment.
Public discussion on these law enforcement technologies and investigative
techniques would be detrimental to ongoing criminal investigations, compromise
capabilities to protect our community, and allow individuals involved in criminal
activity to more easily avoid detection.

Recommendation 3: Staff shall bring to the city or town council (in the case of a
police department or police bureau) or the Board of Supervisors (in the case of the
Sheriff's Office) a policy or ordinance for consideration at a public meeting by
December 31, 2017. Such ordinances or policies should require, at a minimum:
3 Plans to acquire new surveillance technology be announced at public
meetings and other forums to ensure that the community is aware and
engaged when new technology is under consideration



o Any ‘use policies” related to surveillance technology be readily available
and easy to access on the city or County websites

° Oversight and accountability be supported by posting periodic reports on
the effectiveness of the surveillance tools used in the community.

Partially Agree: The City agrees to provide the public an opportunity to provide
input to the City Council on certain surveillance equipment purchases and to post
governing policies on the City’s website. The City believes that existing law and
City Council review at publicly noticed City meetings provides the public with
appropriate oversight when acquiring certain new surveillance equipment,
including a process to review governing policies written for the Redwood City
Police Department.

However, reporting on the effectiveness of surveillance tools will not be
implemented as it would prove to be limiting in the Police Department's ability to
adapt and evolve to changing criminal activity. Further, it would serve to alert and
provide individuals involved in criminal-activity an opportunity to more easily avoid
detection or change their method of operation based on the effectiveness or lack
thereof of certain surveillance equipment.

The City Council of Redwood City appreciates the work the Grand Jury did in the
preparation of this report and the value it places on forging strong relationships between
local law enforcement and the diverse communities served within the County of San
Mateo.

Sincerely,

AT

John D. Seybert, Mayor
City of Redwood City

Cc:  City Council, Redwood City
Melissa Stevenson Diaz, City Manager
Gary L. Kirby, Acting Chief of Police



CITY OF SAN BRUNO

Carol Bonner
City Clerk

September 21, 2017

Honorable Leland Davis, IlI
Judge of the Superior Court

c/o Charlene Kresevich

Hall of Justice

400 County Center, 2" Floor
Redwood City, CA 94063-1655

Re: Grand Jury Report
Dear Honorable Davis:

Attached is the formal response to the Grand Jury of San Mateo’s Report regarding “A
Delicate Balance: Privacy v. Protection.”

This staff report and response was generated at our Council meeting of September 12,
2017.

Please let me know if you have questions.
Sincerely,

érol Bonner
San Bruno City Clerk

567 El Camino Real, San Bruno, CA 94066-4299
Voice: (650) 616-7058 o Fax: (650) 589-5941
http://sanbruno.ca.gov



CITY OF SAN BRUNO
Jim Ruane OFFICE OF THE MAYOR
Mayor

September 12, 2017

Honorable Leland Davis, 1l
Judge of the Superior Court
c/o Charlene Kresevich

Hall of Justice

400 County Center; 27 Floor
Redwood City, CA 94063-1655

Subject: Response of the City of San Bruno to the Grand Jury Report “A Delicate Balance: Privacy v.
Protection.”

Dear Judge Davis,

Thank you for the opportunity to respond to the Grand Jury report titled "A Delicate Balance: Privacy v.
Protection.” The City of San Bruno's response to both the findings and recommendations are listed below.

Responses to Grand Jury Findings:

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt policies related
to any surveillance technology before such technology is acquired or activated. The ordinance also
requires agencies to issue annual reports explaining how the technologies are used and what they
discovered.

Response:
The City of San Bruno understands what is represented in the Grand Jury Report. The City is not intimately
familiar with local ordinances in other jurisdictions regarding surveillance technology.

F2. The County and cities in San Mateo County have not enacted any ordinances governing their
acquisition and use of surveillance technology, or the accessibility, management, or retention of the
information acquired. ’

Response:

The City of San Bruno agrees that it has not enacted any ordinances governing the acquisition and use of
surveillance technology, or the accessibility, management, or retention of the information acquired. The City is not
intimately familiar with local ordinances in other jurisdictions regarding surveillance technology. However, the City
of San Bruno has signed a records sharing and data retention agreement for storing data with the Northern
California Regional Intelligence Center (NCRIC). This agreement ensures that data stored within the NCRIC is
subject to federal standards and guidelines for data retention and sharing that are more stringent than state
guidelines.

F3. The County and cities in San Mateo County do inform residents about the use of some surveillance
tools (Automated License Plate Readers and Body Worn Cameras) at public forums and city council
meetings:
e City or Town Council meeting or staff reports posted on website: Atherton, Burlingame, Daly City,
East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood City, San Bruno, San Carlos, San
Mateo, South San Francisco

567 El Camino Real, San Bruno, CA 94066-4299
Voice: (650) 616-7060 ¢ Fax: (650) 742-6515
www sanbruno.ca.qov

Attachment 1
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e Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park, Redwood City, San
Carlos, Sheriff’s Office
e The City of Menlo Park mentioned also having used social media for this purpose.

Response:

The City of San Bruno agrees that it informs residents about the use of surveillance tools at public forums and city
council meetings. The City is not intimately familiar with the practices in other jurisdictions regarding surveillance
technology.

F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and the San Mateo
County Sheriff’s Office have complied with the law requiring ALPR users to “conspicuously” post a link
to the ALPR usage and privacy policy on their websites.

Response:

The City of San Bruno agrees that it complies with the law by "conspicuously” posting a link to the ALPR usage
and privacy policy on the City's website. The City is not intimately familiar with the practices in other jurisdictions
regarding surveillance technology.

F5. With the exception of the City of San Mateo, the generic ALPR policies posted by cities and the
Sheriff’'s Office do not provide specific information that helpful to residents.

Response:

The City of San Bruno believes that the policy posted on the San Bruno Police Department web page is both
specific and helpful to residents. The San Bruno Police Department will continually evaluate the provided
information to determine if amendments are necessary. The City is not intimately familiar with the practices in
other jurisdictions regarding surveillance technology. '

Responses to Grand Jury Recommendations:

R1. In addition to providing a conspicuous link to usage and privacy policies on operator websites (as
required by law for ALPRs), all law enforcement agencies in the County should create an easily
accessible and simply written information webpage by December 31, 2017, which lists the types of
surveillance tools (such as ALPRs) and investigative tools (such as ShotSpotter and body worn cameras)
utilized by the agency. At a minimum, such a webpage shall include these details about each tool:

o« What is the use and purpose of the technology, such as assisting in ongoing criminal

investigations, locating missing children, or locating stolen vehicles

¢ Who is authorized to collect or access the data collected

¢ How the system is monitored to ensure that the data are secure

¢ Who owns the surveillance technology

¢ What measures were taken to ensure the accuracy of the data

¢ How long the data will be retained

Response:

This recommendation will be implemented in part. San Mateo County Law Enforcement Agencies have already,
by law, posted privacy policy information on their websites as related to ALPRs. The City of San Bruno will
expand its ALPR privacy and usage policy to include additional electronic equipment where the release of such
information does not unnecessarily jeopardize public safety and criminal investigations, and will place that
information in a conspicuous location on its website by December 31, 2017.

R2. All law enforcement agencies in the County shall increase the number and types of opportunities for
community members to voice support for or opposition to any proposed addition of new surveillance
technologies including, but not limited to:
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¢ Surveying residents to better understand their concerns about law enforcement’s use of
surveillance tools and address those concerns in public meetings, Town Halls, Neighborhood
Watch sessions and other local gatherings.

¢ Using social media platforms such as Nextdoor®© to keep residents engaged and informed about
surveillance technologies and its uses in your community.

Response:

The City of San Bruno believes this request to be reasonable for tools used in the conduct of basic police
business such as Body Worn Cameras and ALPRs. Furthermore, the City of San Bruno recognizes that not all
community members utilize internet and social media, and will seek opportunities at public meetings, including
neighborhood association meetings, neighborhood watch gatherings, and publicly noticed city meetings to share
this information.

However, this recommendation will not be implemented for law enforcement investigative tools and techniques
primarily used for complex criminal investigative purposes. It is neither appropriate nor reasonable for law
enforcement agencies to publicly explain and expose certain critical investigative techniques or technology in any
type of public forum. Nor would law enforcement agencies seek public input or conduct feedback surveys from the
public on the specialized tactics and techniques employed within the criminal justice system designed to detect
criminal activity. Checks and balances already exist through the legal system regarding the use of these
techniques. Certain specialized electronic tools are precisely aimed at members of criminal organizations, career
criminals, and those under investigation for violent crimes, with minimal to no impact to the law-abiding public.

Public discussion of all law enforcement technologies and investigative techniques would be detrimental to
ongoing criminal investigations, compromise capabilities to protect communities, and allow individuals involved in
criminal activity to more easily avoid detection.

All agencies in San Mateo County have signed a data and records sharing agreement with the Northern California
Regional Intelligence Center (NCRIC) that places data in a secure repository located in a federal facility subject to
federal and state statutes and policies addressing access, storage, and disclosure.

R3. Staff shall bring to the city or town council (in the case of a police department or police bureau) or
the Board of Supervisors (in the case of the Sheriff’'s Office) a policy or ordinance for consideration at a
public meeting by December 31, 2017. Such ordinances or policies should require, at a minimum:
« Plans to acquire new surveillance technology be announced at public meetings and other forums
to ensure that the community is aware and engaged when new technology is under consideration.
e Any “use policies” related to surveillance technology be readily available and easy to access on
the city or County websites.
¢ Oversight and accountability be supported by posting periodic reports on the effectiveness of the
surveillance tools used in the community

Response:

Existing law requires that law enforcement agencies provide information to local governing bodies when acquiring
certain new technologies. Policies that govern the use of our basic police surveillance tools and technologies are
publicly available.

This recommendation will not be implemented because it is not warranted or reasonable. The recommendation
contains obstacles that would limit law enforcement'’s ability to adapt and evolve to criminal activity and would
compromise the safety and security of residents. Law enforcement agencies are unable to wait for regularly
scheduled public meetings of their governing bodies while in pursuit of criminals and crimes in progress. Existing
state law protects law enforcement agencies from having to disclose investigative, intelligence and security
records under the California Public Records Act.

Government Code 6254 (f) recognizes the need for discretion and protects law enforcement agencies from
disclosing investigative and tactical information that would compromise its capabilities. Existing laws also prohibit
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the release of information derived from, or related to the security of law enforcement technology systems
specifically to ensure those protecting the public are not compromised.

Under California Penal Code Sections through 1546 through 1546.4, known as the Electronic Communications
Privacy Act, law enforcement is required to obtain court orders related to electronic communications intercept
surveillance. Furthermore, California Penal Code Sections 1524 and 1534 require court orders for the use of
electronic tracking devices.

Sincerely,




City COUNCIL
600 ELM STREET
SAN CARLOS, CALIFORNIA 94070-3085

CIty COUNCIL
BOB GRASSILLI, MAYOR
MATT GROCOTT, VICEMAYOR

RON COLLINS TELEPHONE: (650) 8024219
CAMERON JOHNSON FAX: (650) 595-6719
MARK OLBERT

WEB: http://www.cityofsancarlos.org

September 12, 2017

Honorable Leland Davis lll, Judge of the Superior Court
c/o Charlene Kresevich

Hall of Justice

400 County Center, 2" Floor

Redwood City, CA 94063-1655

RE: 2016-2017 San Mateo County Civil Grand Jury Report “A Delicate Balance: Privacy vs.
Protection” Response

Dear Judge Davis:

In reply to your request for responses to the above referenced report, the City of San Carlos hereby
submits this letter, which was approved by the City Council at the September 11, 2017 Council meeting.

Findings.

The City of San Carlos reviewed all five of the Findings in the Grand Jury report. Since the Findings are
based on research conducted by the Grand Jury of San Mateo County of San Mateo County agencies,
including cities and the San Mateo County Sheriff's Office, we cannot independently confirm the
Findings. However, to respond to your request that we agree with the Findings, we feel we are able to
agree with Findings 1-4, but cannot agree with Finding 5. Finding 5 is vague as to what specific
information is helpful to residents and no survey of residents in our County has been undertaken
concerning surveillance issues to enable the City to agree or disagree with this Finding.

Recommendations.

The City of San Carlos contracts with the San Mateo County Sheriff for Police Services. In consultation
with the Sheriff's Office, the City of San Carlos reviewed the three Recommendations in the Grand Jury
report. The City of San Carlos and the Sheriff's Office will continue to conduct an open public process
regarding new surveillance technologies and the Recommendations made will be considered as
additional steps when implementing new technologies.

The City of San Carlos appreciates the opportunity to comment on the Grand Jury report.

Best Regards,

Al AU

Bob Grassilli, Mayor

RECYCLED
PAPER



330 West 20th Avenue
San Mateo, California 94403-1338
Telephone (650) 522-7048
FAX: (650) 522-7041
www.cityofsanmateo.org

OFFICE OF THE MAYOR

September 19, 2017

Hon. Leland Davis, 111

Judge of the Superior Court

c/o Charlene Kresevich

Hall of Justice

400 County Center; 2" Floor
Redwood City, CA 94063-1655

RESPONSE TO GRAND JURY REPORT: “A DELICATE BALANCE: PRIVACY VS.
PROTECTION.”

Honorable Judge Davis —

Thank you for the opportunity to review and comment on the above referenced Grand Jury
Report filed on July 12, 2017. The City of San Mateo’s response to both the findings and
recommendations are listed below.

Response to Grand Jury Findings:

F1. The County of Santa Clara passed an ordinance in 2016 requiring agencies to adopt
policies related to any surveillance technology before such technology is acquired or
activated. The ordinance also requires agencies to issue annual reports explaining how the
technologies are used and what they discovered.

Response to F1: The City agrees with this finding, relying on the Grand Jury’s representations in
their report.

F2. The County and cities in San Mateo County have not enacted any ordinances
governing their acquisition and use of surveillance technology, or the accessibility,
management, or retention of the information acquired.

Response to F2: The City agrees with this finding, relying on the Grand Jury’s representations in
their report.

F3. The County and cities in San Mateo County do inform residents about the use of
some surveillance tools (Automated License Plate Readers and Body Worn Cameras) at
public forums and city council meetings:
» City or Town Council meeting or staff reports posted on website: Atherton,
Burlingame, Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica,
Redwood City, San Bruno, San Carlos, San Mateo, South San Francisco



* Public meeting or Town Halls: East Palo Alto, Hillsborough, Menlo Park,
Redwood City, San Carlos, Millbrae, Portola Valley, Ladera, and Emerald Hills.
* The City of Menlo Park mentioned also having used social media for this
purpose
Response to F3: The City agrees with this finding, relying on the Grand Jury’s representations in
their report.

F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and

the San Mateo County Sheriff’s Office have complied with the law requiring ALPR users

to “conspicuously” post a link to the ALPR usage and privacy policy on their websites.
Response to F4: The City agrees with this finding, relying on the Grand Jury’s representations in
their report.

FS. With the exception of the City of San Mateo, the generic ALPR policies posted by
cities and the Sheriff’s Office do not provide specific information that helpful to
residents.

Response to F5: The City of San Mateo agrees that that the policy posted on the San Mateo
Police Department web page is both specific and helpful to residents. The City has no
independent basis on which to agree or disagree with the Grand Jury’s finding as to other
jurisdictions’ policies.

Response to Grand Jury Recommendations:

R1. In addition to providing a conspicuous link to usage and privacy policies on operator
websites (as required by law for ALPRs), all law enforcement agencies in the County
should create an easily accessible and simply written information webpage by December
31,2017, which lists the types of surveillance tools (such as ALPRs) and investigative tools
(such as ShotSpotter and body worn cameras) utilized by the agency. At a minimum, such
a webpage shall include these details about each tool:

*  What is the use and purpose of the technology, such as assisting in ongoing

criminal investigations, locating missing children, or locating stolen vehicles

*  Who is authorized to collect or access the data collected

* How the system is monitored to ensure that the data are secure

*  Who owns the surveillance technology

*  What measures were taken to ensure the accuracy of the data

* How long the data will be retained
Response to R1: This recommendation will be implemented in part. San Mateo County Law
Enforcement Agencies have already, by law, posted privacy policy information on their websites
as related to ALPRs. The City of San Mateo will expand its ALPR privacy and usage policy to
include additional electronic equipment where the release of such information does not
unnecessarily jeopardize public safety and criminal investigations, and will place that
information in a conspicuous location on its website by December 31, 2017.




R2. All law enforcement agencies in the County shall increase the number and types of
opportunities for community members to voice support for or opposition to any proposed
addition of new surveillance technologies including, but not limited to:
* Survey residents to better understand their concerns about law enforcement’s
use of surveillance tools and address those concerns in public meetings, Town
Halls, Neighborhood Watch sessions and other local gatherings.
» Using social media platforms such as Nextdoor© to keep residents engaged and
informed about surveillance technologies and its uses in your community.
Response to R2: The City of San Mateo will implement this recommendation for tools used in
the conduct of basic police business such as Body Worn Cameras and ALPRs. Furthermore, the
City of San Mateo recognizes that not all community members utilize internet and social media,
and will seek opportunities at public meetings, including neighborhood association meetings,
neighborhood watch gatherings, and publicly noticed city meetings to share this information.

This recommendation can not be fully implemented for certain law enforcement investigative
tools and techniques primarily used for complex criminal investigations without jeopardizing the
ability to gather evidence for the serious crimes in question. Therefore, the City will not hold
public forums or conduct similar outreach on certain investigative techniques or technology
where doing so might compromise critical investigations. Checks and balances already exist
through the legal system, including various warrant requirements and Fourth Amendment
protections, regarding the use of these techniques. Certain specialized electronic tools are
precisely aimed at members of criminal organizations, career criminals, and those under
investigation for violent crimes, with minimal to no impact to the law-abiding public. The City
does and will continue to take steps to ensure that the informational privacy of persons who are
not suspects or involved in such investigations will be respected.

All agencies in San Mateo County have signed a data and records sharing agreement with the
Northern California Regional Intelligence Center (NCRIC) that places data in a secure repository
located in a federal facility subject to federal and state statutes and policies addressing access,
storage, and disclosure.

R3. Staff shall bring to the city or town council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a policy or
ordinance for consideration at a public meeting by December 31, 2017. Such ordinances or
policies should require, at a minimum:

* Plans to acquire new surveillance technology be announced at public meetings
and other forums to ensure that the community is aware and engaged when
new technology is under consideration.

* Any “use policies” related to surveillance technology be readily available and
easy to access on the city or County websites.

» Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community.

Response to R3: Existing law requires that Law enforcement agencies provide information to
local governing bodies when acquiring certain new technologies. Law enforcement agencies
make policies that govern the use of our basic police surveillance tools and technologies publicly
available.



However, this recommendation will not be implemented in full because it creates obstacles that
could limit law enforcement’s ability to adapt and evolve to criminal activity and could
compromise the safety and security of residents. Law enforcement agencies may, under certain
circumstances, be unable to wait for regularly scheduled public meetings of their governing
bodies while in pursuit of criminals and crimes in progress.

Furthermore, existing protections for both personal information and investigatory activities are
adequate to address the Grand Jury’s concerns. Existing state law, in the form of Government
Code 6254(f), exempts investigative, intelligence, and security records from disclosure under the
California Public Records Laws. This exception to disclosure protects the integrity of
investigations and the criminal legal process, as well as allowing jurisdictions to withhold certain
information regarding individuals acquired as a result of an investigation. It is not absolute,
however, and the public retains adequate access to information about police activities to be able
to monitor a department’s overall approach.

Government Code 6254 (f) recognizes the need for discretion and protects law enforcement
agencies from disclosing investigative and tactical information that would compromise an
agency’s crime fighting capabilities. Existing laws also prohibit the release of information
derived from, or related to, the security of the agency’s technology systems specifically to ensure
those upholding and protecting the public are not compromised.

In addition to the guarantees of the Fourth Amendment, California law specifically protects
certain kinds of personal information. For example, under California Penal Code 1546 — 1546.4,
known as the Electronic Communications Privacy Act, law enforcement is required to obtain
court orders related to electronic communications intercept surveillance under Penal Code
629.50, pen register of trap and trace device under Penal Code 630, and for electronic tracking
devices court orders are required under Penal Codes 1524 and 1534.

In sum, the City remains committed to an open and public process regarding law enforcement
techniques wherever it is feasible and will not compromise sensitive investigations into serious
criminal activity. In those contexts in which a full public discussion is not possible, the City
nonetheless rigorously adheres to existing legal constraints to ensure that both public safety and
personal privacy are protected.

This response to the Grand Jury was approved at a public meeting on September 18, 2017.

Respectfully,

{
TV~

David Lim
Mayor — City of San Mateo
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September 6, 2017

The Honorable Leland Davis, 111
Judge of the Superior Court

c/o Charlene Kresevich

Hall of Justice

400 County Center, 2™ Floor
Redwood City, CA 94063-1655

Subject: Response of the City of South San Francisco to the Grand Jury Report “A Delicate
Balance: Privacy vs. Protection.” \

Dear Judge Davis,

Thank you for the opportunity to respond to the Grand Jury report é\;ntitled “A Delicate Balance:
Privacy vs. Protection.” The City of South San Francisco’s response to both the findings and
recommendations are listed below. \

Responses to Grand Jury Findings:

F1. The County of Santa Clara passed an ordinance in 2016 rbqulrmg agencles to adopt
policies related to any surveillance technology before such éechnology is acquired or
activated. The ordinance also requires agencies to issue annual i'eports explaining how the
technologies are used and what they discovered. \

Response: ,
The City of South San Francisco understands what is represented in ?:he Grand Jury Report. The
City is not intimately familiar with local ordinances in other Jurlsdlquons regarding surveillance

technology, and therefore takes no position on this Finding.

F2. The County and cities in San Mateo County have not enacted any ordinances governing
their acquisition and use of surveillance technology, or the acc&ssibility, management, or
retention of the information acquired.

Response: ‘
The City of South San Francisco agrees that it has not enacted any ordinances specifically
governing the acquisition and use of surveillance technology, or the accessibility, management, or
retention of the information acquired. The City does not have enough information regarding other
local ordinances within San Mateo County regarding surveillance technology to state a position.

|

|
|
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F3. The County and cities in San Mateo County do inform residents about the use of some
surveillance tools (Automated License Plate Readers and Body Worn Cameras) at public
forums and city council meetings:
e City or Town Council meeting or staff reports posted on website: Atherton,
Burlingame, Daly City, East Palo Alto, Hillsborough, Menlo Park, Pacifica, Redwood
City, San Bruno, San Carlos, San Mateo, South San Francisco
o Public meeting or Town Halls: East Palo Alto, Hlllsbmjr)ugh Menlo Park, Redwood
City, San Carlos, Sheriff’s Office
o The City of Menlo Park mentioned also having used sanal media for this purpose.

Response:

The City of South San Francisco agrees that it informs residents aboiut the use of surveillance tools
at public forums and city council meetings. The City is not fam1liar with the practices in other
jurisdictions regarding surveillance technology. |

F4. With the exception of Burlingame, which borrowed ALPR technology, the cities and the
San Mateo County Sheriff’s Office have complied with the la+v requiring ALPR users to
“conspicuously” post a link to the ALPR usage and privacy poli‘fy on their websites.

|
Response: \
The City of South San Francisco agrees that it complies with apphcable state law requiring ALPR
users to “conspicuously” post a link to the ALPR usage and privacy|policy on their websites. The
City is not familiar with the practices in other jurisdictions regardmg surveillance technology.

F5. With the exception of the City of San Mateo, the generic AILPR policies posted by cities
and the Sheriff’s Office do not provide specific information that ‘ghelpful to residents.

Response:

The City of South San Francisco believes that the policy posted on th South San Francisco Police
Department web page is both specific and helpful to residents. Howqt/er the South San Francisco
Police Department will evaluate the provided information to determine if amendments are
necessary. The City is not familiar with the practices in other Jurlsdlptlons regarding surveillance
technology. |
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Responses to Grand Jury Recommendations:

R1. In addition to providing a conspicuous link to usage and privacy policies on operator
websites (as required by law for ALPRs), all law enforcement agencies in the County should
create an easily accessible and simply written information webpage by December 31, 2017,
which lists the types of surveillance tools (such as ALPRs) and investigative tools (such as
ShotSpotter and body worn cameras) utilized by the agency. At a anmum, such a webpage
shall include these details about each tool:

e  What is the use and purpose of the technology, such as as$1stmg in ongoing criminal
investigations, locating missing children, or locating stolen\ vehicles?
Who is authorized to collect or access the data collected? |
How the system is monitored to ensure that the data are secure.
Who owns the surveillance technology. \
What measures were taken to ensure the accuracy of the dpta"

How long the data will be retained? ‘

|




Response:

This recommendation will be implemented in part. San Mateo County Law Enforcement Agencies
have already, by law, posted privacy policy information on|their websites as related to
ALPRs. The City of South San Francisco will expand its ALPE privacy and usage policy to
include additional electronic equipment where the release of such information does not
unnecessarily jeopardize public safety and criminal investigations, and will place that information
in a conspicuous location on its website by December 31, 2017. ;

R2. All law enforcement agencies in the County shall increa‘ e the number and types of

opportunities for community members to voice support for or opposition to any proposed
addition of new surveillance technologies including, but not limited to:
¢ Surveying residents to better understand their concerns about law enforcement’s use
of surveillance tools and address those concerns in plﬁblic meetings, Town Halls,
Neighborhood Watch sessions and other local gatherings.
e Using social media platforms such as Nextdoor© to lieep residents engaged and
informed about surveillance technologies and its uses in your community.
|
Response: ‘
The City of South San Francisco believes this request to be reasonabl\e for tools used in the conduct
of basic police business such as Body Worn Cameras and ALPRs. Furthermore, the City of South
San Francisco recognizes that not all community members utilize internet and social media, and
will seek opportunities at public meetings, including neighborhood association meetings,
neighborhood watch gatherings, and publicly noticed city meetings to share this information.

However, this recommendation will not be implemented for law enforcement investigative tools
and techniques primarily used for complex criminal investigative purposes. It is neither
appropriate nor reasonable for law enforcement agencies to publicly explain and expose certain
critical investigative techniques or technology in any type of public forum. Nor would law
enforcement agencies seek public input or conduct feedback surveys from the public on the
specialized tactics and techniques employed within the criminal justice system designed to detect
criminal activity. Checks and balances already exist through the legal system regarding the use of
these techniques. Certain specialized electronic tools are precisely aimed at members of criminal
organizations, career criminals, and those under investigation for viotnt crimes, with minimal to
no impact to the law-abiding public. \1

Public discussion of all law enforcement technologies and investi\ative techniques would be
detrimental to ongoing criminal investigations, compromise capabiliiies to protect communities,
and allow individuals involved in criminal activity to more easily avoid detection.

All agencies in San Mateo County have signed a data and records Lharing agreement with the
Northern California Regional Intelligence Center (NCRIC) that places data in a secure repository
located in a federal facility subject to federal and state statutes andTpolicies addressing access,
storage, and disclosure. |
R3. Staff shall bring to the city or town council (in the case of a police department or police
bureau) or the Board of Supervisors (in the case of the Sheriff’s Office) a policy or ordinance
for consideration at a public meeting by December 31, 2017. Such ordinances or policies
should require, at a minimum: i

|
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* Plans to acquire new surveillance technology be announced at public meetings and

other forums to ensure that the community is aware and engaged when new
technology is under consideration.

Any “use policies” related to surveillance technology bﬁ readily available and easy to
access on the city or County websites.

Oversight and accountability be supported by posting periodic reports on the
effectiveness of the surveillance tools used in the community

Response:

|
Existing law requlres that law enforcement agencies provide mforml tion to local governing bodies
when acquiring certain new technologies. Law enforcement agefmes also make policies that
govern the use of our basic police surveillance tools and technologi\bs publicly available.
s

However, this recommendation will not be implemented because it hs not warranted or reasonable
for law enforcement agencies to disclose reports on the effectiveness of surveillance tools. To do
so would create obstacles that would limit law enforcement’s ability to adapt and respond to
criminal activity and would compromise the safety and security|of residents. Furthermore,
existing state law protects law enforcement agencies from having to disclose investigative,
intelligence and security records under the California Public Records Act.

Government Code 6254 (f) recognizes the need for discretion and protects law enforcement
agencies from disclosing investigative and tactical information that would compromise its law
enforcement capabilities. Existing laws also prohibit the release of information derived from, or

related to the security of law enforcement technology systems specifically to ensure those
protecting the public are not compromised.

|
|

1
Under California Penal Code Sections through 1546 through 1546.4, known as the Electronic

Communications Privacy Act, law enforcement is required to obtain court orders related to

electronic communications intercept surveillance. Furthermore, Ca?ifornia Penal Code Sections

1524 and 1534 require court orders for the use of electronic tracking devices.
i
|
\

ike Futrell \
City Manager “

Sincerely,




The Town of
Woodside

September 27, 2017

The Honorable Leland Davis, Il
Judge of the Superior Court
c/o Charlene Kresevich

Hall of Justice

400 County Center, 2™ Floor
Redwood City, CA 94063-1655

RE: 2016-17 GRAND JURY REPORT - A Delicate Balance: Privacy vs.
Protection

Dear Judge Davis:

The Town Council of the Town of Woodside wishes to thank the 2016-17 Grand
Jury for its service. The Town Council has reviewed the report entitled A
Delicate Balance: Privacy vs. Protection and reviewed the findings and
recommendations of the Grand Jury at its public meeting of September 26,
2017, and approved the following responses:

FINDINGS

1.

The County of Santa Clara passed an ordinance in 2016 requiring agencies to
adopt policies related to any surveillance technology before such technology
is acquired or activated. The ordinance also requires agencies to issue
annual reports explaining how the technologies are used and what they
discovered.

Response: Based on the information provided in the Grand Jury Report, the
Town agrees with this finding.

The County and cities in San Mateo County have not enacted any ordinances
governing their acquisition and use of surveillance technology, or the
accessibility, management, or retention of the information required.

Response: Based on the information provided in the Grand Jury Report, the
Town agrees with this finding.

. The County and cities in San Mateo County do inform residents about the use

of some surveillance tools (Automated License Plate Readers and Body Worn
Cameras) at public forums and city council meetings.

Response: Based on the information provided in the Grand Jury Report, the
Town agrees with this finding.

With the exception of Burlingame, which borrowed ALPR technology, the
cities and the San Mateo County Sheriff’s Office have complied with the law



requiring ALPR users to “conspicuously” post a link to the ALPR usage and
privacy policy on their websites.

Response: Based on the information provided in the Grand Jury Report, the
Town agrees with this finding.

5. With the exception of the City of San Mateo, the generic ALPR policies
posted by cities and the Sheriff’s Office do not provide specific information
that is helpful to residents.

Response: The Town does not possess information which would allow it to
either agree or disagree with this finding.

RECOMMENDATIONS

R1.In addition to providing a conspicuous link to usage and privacy policies on
operator websites (as required by law for ALPRs), all law enforcement
agencies in the County should create an easily accessible and simply written
information webpage by December 31, 2017, which lists the types of
surveillance tools (such as ALPRs) and investigative tools (such as
ShotSpotter and body work cameras) utilized by the agency. At a minimum
such a webpage shall include these details about each tool:

e What is the use and purpose of the technology, such as assisting in
ongoing criminal investigations, locating missing children, or
locating stolen vehicles

e Who is authorized to collect or access the data collected

e How the system is monitored to ensure that the data are secure
e Who owns the surveillance technology

e What measures were taken to ensure the accuracy of the data

e How long the data will be retained

Response: Law enforcement within the Town of Woodside is provided by the
San Mateo County Sheriff’s Office by contract. The Sheriff’s Office has
already posted privacy policy information on its website as to ALPRs. The
Sheriff’s Office will expand its ALPR privacy and usage policy to include
additional electronic equipment where the release of such information does
not unnecessarily jeopardize public safety and criminal investigations, and
will place that information in a conspicuous location on its website by
December 31, 2017.

R2.All law enforcement agencies in the County shall increase the number of
types of opportunities for community members to voice support for or

2



R3.

opposition to any proposed addition of new surveillance technologies
including, but not limited to:

e Surveying residents to better understand their concerns about law
enforcement’s use of surveillance tools and address those
concerns in public meetings, Town Halls, Neighborhood Watch
sessions and other local gatherings.

e Using social media platforms such as Nextdoor to keep residents
engaged and informed about surveillance technologies and its uses
in your community.

Response: Law enforcement within the Town of Woodside is provided by the
San Mateo County Sheriff’s Office by contract. The Town is satisfied with
the level of engagement with its residents by the Sheriff’s Office regarding
its services and operations. Currently, ALPRs are not utilized within the
Town. Should the Sheriff’s Office or the Town seek to begin utilization of
this technology, or similar technologies, within the Town’s borders the Town
would partner with the Sheriff’s Office to engage the community in a
discussion of their use.

Staff shall bring to the city or town council (in the case of a police
department or police bureau) or the Board of Supervisors (in the case of the
Sheriff’s Office) a policy or ordinance for consideration at a public meeting
by December 31, 2017. Such ordinances or policies should require, at a
minimum:

e Plans to acquire new surveillance technology announced at public
meetings and other forums to ensure that the community is aware
and engaged when new technology is under consideration.

e Any “use policies” related to surveillance technology be readily
available and easy to access on the city or County websites.

e Oversight and accountability be supported by posting periodic
reports on the effectiveness of the surveillance tools used in the
community.

Response: Law enforcement within the Town of Woodside is provided by the
San Mateo County Sheriff’s Office by contract. As such, it would be
inappropriate for the Town to adopt a policy or ordinance which would seek
to control the operational decisions of the law enforcement agency.
Currently, ALPRs are not utilized within the Town. However, should the
Sheriff’s Office or the Town seek to begin utilization of this technology, or
similar technologies, within the Town’s borders the Town would partner with
the Sheriff’s Office to engage the community in a discussion of their use.



On behalf of the Town Council, | would like to extend our thanks for the
opportunity to review and respond to the work of the 2016-17 Grand Jury.

Please do not hesitate to call Town Manager Kevin Bryant, at (650) 851-6790,
should you require any further information.

Sincerely,

(SR

Thomas H. Livermore
Mayor
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